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Abstract: The future of business development relies on the effective management of risks, 
opportunities, and energy and water resources. Here, we evaluate the application of best practices 
to identify, analyze, address, monitor, and control risks and opportunities (R/O) according to ISO 
31000 and 50000. Furthermore, we shed light on tools, templates, ISO guides, and international 
documents that contribute to classifying, identifying, formulating control, and managing R/O 
parameterization in a comprehensive management system model, namely CMS QHSE3+, which 
consists of quality (Q), health and safety (HS), environmental management (E), energy efficiency 
(E2), and other risk components (+) that include comprehensive biosecurity and biosafety. By 
focusing on the deployment of R/O-based thinking (ROBT) at strategic and operational levels, we 
show vulnerability reduction in CMS QHSE3+ by managing energy, efficiency, and sustainability. 

Keywords: risks and opportunities management; comprehensive management system; 
parameterization; vulnerability; energy efficiency; ISO 31000; sustainable success 

 

1. Introduction. Problem Analysis, Research Objectives, and Study Approach 

1.1. Vulnerability and Low Sustainability of Entrepreneurship Efforts 

In the 1950s, no one could have imagined that the first few decades of the new millennium would 
give companies a harsh confrontation for survival due to the acute economic situation caused by 
COVID-19 [1–9]. Statistics between 2000 and 2019 revealed that more than 80% of SMEs declared 
bankruptcy within 5 years of operation due to issues related to profitability, external environment, 
and internal decision-making, planning, the execution of good management practices [5–9], or the 
weight of what Phillipe Kottler called the “marketing war” [10]. 

The problem is exacerbated by the difficult conditions that entrepreneurs face in a changing 
market, i.e., increasingly demanding customers, aggressive and unfair competitors, a voracious 
financial sector, more expensive resources including water and energy, as well as a level of experience 
and skills that makes them more vulnerable because they do not have the methods or tools to 
organize themselves and make the right decisions based on information intelligence and good 
QHSE3+ practices to effectively address the swarm of risks and the context of potential opportunities, 
for the sustainability of their businesses [2,4–10]. 
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Moreover, the failure rate of ICT projects and the implementation of management systems until 
2019 was above 60% in countries with the highest vulnerability [4,7–9]. The root causes of failure in 
these entrepreneurship efforts are directly related to competencies, discipline, culture, and the 
application of simple and effective tools to facilitate comprehensive risk management (CRM) by 
identification, immediate response, containment, evaluation, and treatment. 

This is precisely the question that justifies the research efforts that this work supports: What to 
do to contribute to the sustainable management of SMEs and entrepreneurs? The authors’ 
commitment is linked to the configuration of a Reference Framework for Comprehensive Risk 
Management (CRM), within the Comprehensive Management System CMS-QHSE3+, with tools that 
facilitate its application to entrepreneurs, supported by Good Practices of related ISO international 
standards. 

It is important to note that the research uses the expressions Comprehensive Risk Management 
Model (CRM), and Comprehensive Management System (CMS), instead of Integrated Risk 
Management, or Integrated Management System, for the following reasons: In the first place, 
management in both cases is integral and holistic, since regardless of the scope or level they are 
managed in, its unit, its principles and strategic focus, as in DNA, are maintained. Furthermore, the 
integrated expression, in its etymology and definition of the DRAE, would limit the scope of the 
system to the sum of its parts, or to the sum of the response to the standards used in each component. 
Finally, it is emphasized that it is possible to have an integral management, even if it works or if it is 
certified with one, two, or three standards, to the extent that the dynamics around the strategy and 
all the processes are focused on the characteristics, priorities, interests, risks, and opportunities of the 
organization [4,7,11]. 

Previously, our research gave rise to the article entitled “ISO 50001: 2018 and its application in a 
Comprehensive Management System with an energy performance approach”, in which the CMS 
Model QHSE3+, the Route, the Task Breakdown Structure and the products to be generated in a CMS 
QHSE3+ Implementation Project, with emphasis on the E2 energy component, were discussed. This 
paper focuses on the framework of reference for Comprehensive Risk Management CRM, and on the 
tools for its identification, analysis, and treatment at a strategic and operational level [11–13]. 

1.2. Objectives 

(1). To present a CRM model using CMS QHSE3+ through the applications of best practices to 
identify, analyze, address, monitor, and control risks and opportunities (R/O), taking into 
account the guidelines of the families of ISO 31000 standards and ISO 50000, as well as tools, 
templates, and references to international ISO guides, documents that contribute to the 
classification, identification, formulation of controls, and parameterization for the deployment 
of R/O-based thinking (ROBT) at strategic and operational levels. 

(2). To present the results obtained on vulnerability reduction at strategic and operational levels 
through energy efficiency management and business sustainability. 

These two objectives are directly linked to the purposes of the present research, which seeks to 
respond to the need among entrepreneurs and SMEs for tools, models, and instruments that facilitate 
the application of Good Practices of the families of standards related to the QHSE3+ components, and 
with Risk Management, to contribute to the sustainable development of entrepreneurship projects, 
and in the comprehensive generation of value for stakeholders. 

1.3. Article Outline 

Section 2 presents the basic elements of the study, including (Section 2.1) the presentation of 
concepts, principles, and advances for comprehensive R/O management; (Section 2.2) energy 
efficiency; (Section 2.3) comprehensive biosecurity; and (Section 2.4) the integration of requirements 
associated with high-level hierarchical structure (HLS). 

Section 3.1 presents the main objectives and methods of the research, and Section 3.2 the 
classification matrix of the types of QHSE3+ R/O, including those related to comprehensive 
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biosecurity, which can also be applied to health and safety (HS), environment, quality (Q), or the 
strategic analysis of risks and provisions to ensure business continuity. Section 3.3 describes the R/O 
integral management model incorporated into CMS QHSE3+, and Section 3.4 shows its flow and 
parameterization to facilitate its application through computer tools. Section 3.5 includes the 
achievements and general benefits obtained with the application of the tools and models presented 
in this study for the implementation/consolidation of CMS. Section 3.6 presents a discussion on the 
results obtained in terms of energy efficiency and vulnerability reduction for business sustainability. 

Section 4 includes the conclusions. The Appendices include the logical structure and references 
to tools, guides, and best practices contained in the families of ISO 31000 (Figure A1), ISO 9000 (Figure 
A2), ISO 45000 (Figure A3), ISO 14000 (Figure A4), and ISO 50000 (Figure A5). Figure A6 presents the 
approach taken for the continuity plan to govern the COVID-19 pandemic based on the best practices 
of the ISO 22300 family of standards in a services company. 

Figure A7 includes the chronology corresponding to the development of the QHSE3+ Standards 
in correlation with the milestones of musical, artistic, and transcendental expression of man, under a 
holistic approach. Figures A8–A14 presents the detail of the classification of internal and external 
R/O, according to the layers indicated in Sections 3.2 and 2.4. 

2. Materials and Inputs for Research 

2.1. Concepts and Principles of CRM 

2.1.1. Risks, Risk Management, Intelligence, and Decision-Making 

Based on the definitions of ISO 31000: 2018, the ISO 73: 2009 Guide, the Guide for 
Comprehensive Risk Management published by the Standardization and Certification Body 
ICONTEC, from the perspective of the ILO, and the approach given by the US Federal National 
Security Agency to concepts related to danger, threats and risks, in its “Security Lexicon”, as 
illustrated in Figure 1, the terms on risk management, the intelligence cycle, and the decision-making 
cycle can be correlated around the Protection of the Integrity of Resources and the Creation of Value, 
which is the reason of being of Risk Management [13–18]. 

In Figure 1, concepts associated with intelligence, risk and security are correlated, in the context 
of Management Systems, taking into account the vulnerability of organizations generated by various 
sources of risks, which combine the possibility or severity, and that have an impact or consequences, 
on the achievement of objectives, on capital, or on the integrity of resources. 

Oriented from bottom to top of Figure 1, there is an Axis ID which brings together the 
Intelligence Cycle and the Decision-Making and Actions Cycle, to illustrate the sequence of Knowing 
(understanding), Reasoning, Deciding, and Acting with Intelligence. 

In the area to the right of Figure 1, the flow of the Risk Management Process is proposed, in 
accordance with the ISO 31000: 2018 approach; the Axis RMP with the same name has been 
established. The process comprises a sequence of the following actions: (i) Establish the strategic, 
organizational and risk management context, scope and related criteria; (ii) Identify the risks, that is, 
determine what can happen and how; (iii) Analyze the risks. This implies analyzing the possibility, 
the consequences, and sometimes the degree of exposure; And (iv) Assess Risks, which involves 
listing risks according to their priority. 

So far, the steps mentioned in the Intelligence and Risks Cycle correspond to Knowing, 
Reasoning, and initiating the actions to Decide, based on priorities. Next, there is the stage of Acting 
with Intelligence. In the process, this corresponds to Treating Risk and Control, i.e., planning and 
implementing measures to eliminate, reduce, mitigate, or take contingency actions. Next comes the 
action of Monitoring the control system, and the status of the risk, to close the cycle with the action 
of Communicating and Consulting, which involves interacting with various parties to obtain a 
maximum of information about each risk and its context. Finally, all actions and risk treatment 
consider the Report and Record. In this approach, the following points stand out: 
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 The concept of risk is directly associated with uncertainty and constitutes the conjugation of the 
possibility of an event that may have a positive or negative impact on the achievement of 
objectives or the integrity of resources. Chance is the source of risk, and in some contexts, it is 
associated with the term “risk factor” [14,15,19,20]. 

 
Figure 1. Relationship between the concepts of risk, risk management, intelligence, and decision-
making, based on ISO 31000, ISO Guide 73: 2009 and DHS USA, 2008 [13,14,19,20]. 

 

 Uncertainty is the “state generated by the deficiency of information to understand or know an 
event, its consequences, and probability of occurrence” [16,19,20]. 

 Vulnerability is the condition of design, location, or operation that makes an asset, organism, 
product, service, process, or system susceptible to an attack [14,15,19,20]; its reduction can be 
assessed in terms of the proportion or percentage of reduction of the risk level, as indicated by 
Equation (1) [11], where DismVul denotes the percentage decrease in vulnerability after 
implementing antirisk measures, Poi and Goi are the initially assessed possibility and gravity, 
respectively, and Pfi and Gfi are the final possibility and gravity after adopting the planned 
measures, respectively. %𝐷𝑖𝑠𝑚𝑉𝑢𝑙 = ൥෍ሺ𝑃𝑜௜ሻሺ𝐺𝑜௜ሻ௡

௜ୀଵ −෍ሺ𝑃𝑓௜ሻሺ𝐺𝑓௜ሻ௡
௜ୀଵ ൩ / ൥෍ሺ𝑃𝑜௜ሻሺ𝐺𝑜௜ሻ௡

௜ୀଵ ൩ (1) 

 The decisions cycle plays a fundamental role in the activities of any organization. This cycle 
includes the intelligence cycle, as it considers the phases of capturing information, classifying it, 
analyzing it, and understanding its context and behavior to guide decision-making [13]. 

 In the intelligence cycle, identification, analysis, and evaluation must be integrated into risk 
assessments. The union of the two cycles brings together know (understand), reason, decide, and act 
with intelligence, linking “intelligence” with decision-making and the orientation of actions with 
reliable information and the criteria for analyses of the matter to be decided. Thus, with the 
intelligence of the information, it is possible to reduce the uncertainty linked to decisions. 

 The result or impact of R/O is the effect an event can have on the integrity of the resources and 
objectives. As the impact or consequences can be economic, personal, or missionary, R/O 
management brings together “the coordinated actions to direct and control the organization 
concerning its risks and opportunities” [14,17], which focus on reducing their possibility of 
occurrence and impact, or enhancing opportunities, thereby leading to the creation or protection 
of value. 
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 Resilience is the adaptive capacity of an organization in a complex and changing environment 
[14,15,18]. The US Department of Homeland Security [19], expands this definition as a “systems’ 
capacity, infrastructures, government, companies, and citizens to resist, absorb, recover from, or 
adapt to an adverse event that may cause harm, destruction, or loss of national importance,” or 
the “capacity of an organization to recognize threats and dangers and make adjustments that 
improve future protection efforts and risk reduction measures.” 

 Threat [19] is a natural or man-made phenomenon generated by people, entities, or an action that 
has or projects potential damage to life, information, operations, the environment, or property. 
It considers the conditions of intent or unintentionality of the threat. 

 The scenario corresponds to a hypothetical situation composed of hazards, an entity affected, and 
the associated conditions, including consequences when appropriate [19]. An incident is a natural 
or man-made phenomenon, or an action that has or projects potential harm to damage life, 
information, operations, the environment, and/or property. 

2.1.2. Scope of Risk Management in Society and Companies 

Many companies today face the difficulties of the market, competition, and sustainability, and 
see problems related to water, air, soil, energy, natural resources, global warming, and biosecurity. 
There are also multiple financial, social, and macroeconomic dangers related to the increase in interest 
rates, tax burdens, and the strengthening of the prevailing currencies. Thus, doing business is an 
increasingly difficult mission [12–15]. 

Changes in customs, habits, ways of doing business, and technological developments and 
restrictions on access to ICT also generate vulnerability. With this spectrum of adversities, the future 
of entrepreneurs and project leaders is marked by the need to make intelligent decisions that allow 
them to respond appropriately to adverse situations, opportunities, and contingencies. 

Therefore, it is essential to apply risk management and foresight in strategy and operational 
dynamics [12–14,21–24]. Thus, it is necessary to determine the tools and guides necessary for the 
application of the good management practices that underlie each component of CMS QHSE3+: 

 For Component Q, associated with the strategic and quality risks, the best practices of ISO 9001: 
2015 and ISO 9000 family of standards, support this approach [25]. 

 For the HS component linked to occupational health and safety risks, the best practices of ISO 
45001: 2018 and the ISO 45000 family of standards, also support this approach [26]. 

 For Component E of the environment related to risks due to contamination and deficiencies in 
environmental performance, ISO 14001: 2015 and the ISO 14000 family of standards, support the 
planning and application of best practices [27]. 

 For the energy efficiency component (E2), the best practices of ISO 50001: 2018 and the ISO 50000 
family of standards, support a management approach which reduces the vulnerability 
associated with the use, consumption, and performance of energy [28]. 

 The sign (+) at the end of the abbreviation corresponds to any other reference that may be 
applicable to, or required by the organization, such as ISO 22000: 2018. “Food safety 
management systems”, or ISO 27001: 2013 “Information Security Management Systems” [29,30]. 

 At this point, the risks related to corporate social responsibility can be considered part of the 
additional risks “plus (+)”, as well as the risk of not taking actions that contribute to sustainable 
development [31]. 

From the integral perspective of risk management, the approach of ISO 31000: 2018 risk 
management is applied, and the terms and definitions for risk management and QHSE3+ components 
are adopted from ISO 73 GUIDE, ISO 9000: 2015, ISO 45001: 2018, ISO 14001: 2015, ISO 14050: 2009, 
ISO 50001: 2018, and ISO/IEC 13273: 2015 [16,25–28,30–33] (See Figures A1–A5, and Figures A8–A14) 

Although there are no specific developments in Risk Management from a comprehensive 
QHSE3+ perspective, the work carried out by Aven T., Labodová A., the ISO Committee TC 262, 
ANDI, and ILO, among others, is highlighted [34–48]. See also Figure A1. 

2.1.3. Principles of Risk Management 
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Risk Management must be based on the application of several principles that support its 
application in the processes and functions of the organization in the context of a business culture that 
focuses on continuous improvement, the integral generation of value, and sustainable success. 

Figure 2 presents the principles of ISO 31000: 2018 [14] within a model in which its perspective 
is broadened, taking into account the critical factors that underlie the approaches of the previous 
paragraph regarding the scope and importance of the Management of Risks in companies and in 
society. 

For this reason, the illustration uses three versions of “La Danse”, a famous work by Henri 
Matisse [49], to highlight the holistic and social nature of Comprehensive Risk Management and its 
principles. Six basic perspectives are considered for its classification: Management and Leadership, 
Talent and Culture, Processes, Stakeholders, Decisions and Improvement. 

In a similar way to dashboards or strategy maps, Figure 2 is structured in terms of its 
perspectives, from the bottom up, in such a way that the foundations of the management of principles 
and values are based on Leadership and the example of the Management Team, which are reflected 
in Human Talent, Culture and capacities, to develop Processes, in interaction with Stakeholders, and 
are projected in the Decisions of the entire organization, to ensure Improvement, and Comprehensive 
Management of Risks on the factors associated with the dynamics of change. 

 
Figure 2. Principles of risk management based on ISO 31001 and ISO 22301 [13,14,50,51]. 

2.2. Basic Principles and Management Approach for E2 

Given that organizations require energy resources for the operation of their processes and 
interactions with stakeholders, continuous and systematic improvement of energy performance is 
imperative from strategic and operational standpoints, based on the best practices of the ISO 50000 
family of standards, considering (See Figure 3, and Figure A5): 

2.2.1. Aspects Related to Planning in Energy Management Systems (EnMS) 

Aspects related to planning in Energy Management Systems include the planning, design, and 
development of businesses, products, services, processes, and projects, according to parameters and 
technology, with specific objectives, plans, and challenges to improve savings, energy performance, 
the registration of energy data, analyses, and associated risk management. 
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This stage also includes an analytical part called the “energy review”, in which readings, 
consumption, trends in parameters, flows, and losses are analyzed, and areas of significant use are 
determined. This is the starting point to register, prioritize, and formalize the possible fronts for 
improvement with relevant strategic impact [52]. 

2.2.2. Aspects Related to the Execution of the Plans and the Operation of the EnMS 

Aspects Related to the execution of the plans and the operation of the EnMS include the 
execution of plans and provisions, and the implementation of established best practices, which also 
include the promotion of culture for energy management and the application of operational control 
(i.e., the management of the components of processes) through which it is possible to control 
parameters and address risks associated with energy efficiency (i.e., methods, competencies, 
maintenance, tuning, control of purchases, materials and contracts, and energy supply, among 
others). 

2.2.3. Aspects Related to EnMS Feedback 

Aspects related to EnMS feedback include articulated feedback from the management of energy 
performance indicators (EnPI), the LBEn energy baseline, understood as the “quantitative reference 
that provides the basis for the comparison of performance in a given period,” the measurement with 
“energy models” to summarize and analyze the energy consumed by the system, monitoring, and 
other feedback and auditing mechanisms. 

 
Figure 3. Management approach to energy efficiency [28,52]. 

2.2.4. Aspects Related to the Maintenance, Adjustment, and Improvement Actions of the EnMS 

Aspects related to the maintenance, adjustment, and improvement actions of the EnMS include 
actions for the adjustment, correction, maintenance, or improvement in energy performance, which 
also include lessons learned and the projection of decisions and challenges resulting from 
management reviews and determining the future of the organization in terms of energy efficiency 
management. 

2.2.5. Developments Related to the Optimization and Improvement of EnMS 

Although there has been a fairly broad spectrum of technological developments and advances 
in the optimization and improvement of the rational and efficient consumption of energy, works 
related to awareness raising and EnMS are highlighted, e.g., works carried out by J. Wu, B. Cheng, 
M. Wang and J. Chen, as well as those related to ISO TC 301, and those of other researchers such as 
R. Uriarte and J. Cosgrove [52–59]. See also Figure A5. 
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2.3. Basic Principles and Management Approach for Biosecurity and Biosafety 

2.3.1. Biosecurity and Biosafety 

In this section, the concepts of and approach to comprehensive management for biosafety and 
biosecurity are raised as an additional input element from the perspective of the WHO, ILO, and 
CDC [60–64]. According to the WHO [61], biosecurity, is “the set of principles, standards, protocols, 
technologies, and practices that are implemented to avoid the risk to health and the environment that 
comes from exposure to biological agents, causes of infectious, toxic or allergic diseases, such as 
COVID-2019”. 

According to the CDC and the BMBL [62], biosafety, “is the discipline that addresses safety 
against microbiological agents and toxins and threats they pose to human and animal health, the 
environment, and the economy; the misuse, exposure, or deliberate or intentional release of these 
biological agents”. 

2.3.2. Comprehensive Biosecurity Management 

Comprehensive biosecurity management (CBM) considers the synergy between biosafety and 
biosecurity, that is, it considers intentional and unintentional cases. For everything related to 
intentional cases or terrorism, the measures understood as Bioprotection Plans will be adopted. For 
the case in which companies are part of the food chain, as suppliers, processors, transporters, or 
distributors, the Food Defense Plans will be applied [60–64]. 

In line with the approaches described above, under the approaches of the CDC, BMBL, INSST, 
ILO, and WHO, Table 1 illustrates, as a conclusion, the three logical blocks corresponding to the What, 
What for, and Where, of the concept of Comprehensive Biosafety. With this perspective, it is proposed 
as a conclusion that Comprehensive Biosafety Management comprises the planning, application, 
feedback, and control required to ensure the vertical and transversal integration of the principles, 
norms, protocols, technologies, and practices required for the identification, prevention, 
containment, and response through good practices and infrastructure to the risks to health and the 
environment that come from exposure to biological agents that cause infectious, toxic, or allergic 
diseases, from or to the processes of an organization in their interaction with interest groups [60–64]. 

2.3.3. Comprehensive Biosecurity and Biosafety Management: Risks, Strategy, and Business 
Continuity 

In this section, advances, and developments in four areas which are associated with governance 
and the need for a comprehensive management model, i.e., risks, biosecurity and biosafety, business 
continuity, and strategic prospective, are provided. 

In recent decades, the development of knowledge in risk management and biosecurity + 
biosafety has become vital for various fields and for technological development. This is reflected in 
the proliferation of management standards, such as the developments of the ISO TC 292 Technical 
Committee, that lead International Standards on Security and Resilience, including incident 
management, emergencies, contingency plans, and business continuity, e.g., ISO 22301: 2019, ISO 
22313: 2020, and ISO 22317: 2015 [51,65,66]. 

Management for biosecurity and biosafety is a factor of mandatory consideration within CRM, 
for not only companies, but also for laboratories and the food chain, given the current context 
associated with COVID-19. The scope of biosecurity and biosafety management covers all processes, 
facilities, and products, and applies to workers or third parties who perform activities on behalf of 
companies and users who interact with them. 

The ILO, WHO, and other researchers have developed guides, standards, and resolutions of 
mandatory applications. These developments in technology, regulation, and knowledge are 
associated with the multiplication of potential risk factors determined by acute moments of economic 
depression and geopolitical crisis, terrorist attacks, biological weapons, and other critical events, such 
as COVID-19. 
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Table 1. Characteristics of comprehensive management for biosecurity based on CDC, BMBL, INSST, 
ILO, and WHO [60–64]. 

COMPONENT 
KEY SENTENCE 

SUMMARY 
DESCRIPTION 

What? 
Thought, awareness, and action:  
PDCA with full awareness  
BE, DO, and MAKE IT DO 

Everything we do with full awareness in our work: 
Think, Know and PHVA of Principles, Norms, 
Protocols, Technologies, and Practices. 
This is: The planning, application, feedback, and control 
required to ensure the vertical and transversal 
integration of the required principles, standards, 
protocols, technologies, and practices... 

For What? 

Self-care, care and protect:  
TO EFFECTIVELY IDENTIFY, PREVENT, 
CONTAIN, RESPOND, AND REDUCE 
VULNERABILITY AGAINST RISKS TO 
HEALTH AND THE ENVIRONMENT 

... For the identification, prevention, containment, and 
effective response, through good practices, technology, 
and infrastructure, to risks to health and the 
environment... 

Where? 

In the face of biological, chemical, 
physical, or mechanical risks:  
Due to EXPOSURE TO AGENTS 
GENERATING INFECTIOUS, TOXIC OR 
ALLERGIC DISEASES, FROM OR 
TOWARDS THE ORGANIZATION’S 
PROCESSES 

In exposure to biological, chemical, physical and / or 
mechanical agents, from or to our activities and 
processes. 
In the interaction with areas, things, products, people, 
and internal and external environment; They can cause 
infectious, toxic, or allergic diseases. 

With technological developments and regulations in the field of health, work, and well-being, 
management systems point toward integrality to support businesses; they require global 
management of intelligence in interactions with relevant parties and comprehensive management 
protection, which includes biosecurity and biosafety, with a transversal scope that covers ICT and 
generational change [67–75]. Figure A6 provides further information on www.sra.org (Society for 
Risk Analysis) and www.eird.org/americas/indexeng.html (UN Office for Disaster Risk Reduction) 
as sources that contribute to safety, care, and protection in operations and projects through 
developments, tools, and information at the service of stakeholders. These references are 
complemented with articles, publications, and developments in the foundations and strategic and 
operational dimensions of risk management, resilience, and reliability [35,37,38,40,76,77]. 

It is a challenge for companies to choose the right tools to address the transformation of their 
processes and businesses under a CRM umbrella. This implies ensuring the relevance of services and 
processes and in a transversal way, self-care, care, protection, containment, and creative forms of 
response to the conjugation of contingencies which are maintained in crises under the premise of 
sustainability, health, and well-being [78–81]. 

In terms of strategic foresight, the developments have been led by French schools since 1990 by 
generating manuals, computer applications, and tools at the service of the community [82–85]. 

Despite these improvements and those mentioned in the preceding paragraphs, SMEs do not 
have simple and comprehensive tools that are grouped under the umbrella of strategic management, 
risk management, energy efficiency, business continuity plans, and response to potential and real 
crises such as COVID-19. In addition, they are mostly unaware of the best practices of the recognized 
international standards and guides [44–48,50,51] to respond to the basic needs that, for a CMS, and 
with regards to energy efficiency and biosafety, must apply to a company. 

Figure 4 illustrates that under contingency conditions, companies must attend to a systematic 
plan for different types of incidents, which may be associated with a business strategy, quality, safety 
and regulatory requirements of products and services, aspects of health, safety, and impact on the 
environment, energy efficiency, information security, networks, and communications, or any other 
types of combined or independent risks [44,47,48,50,65,66]. The materialization of risks translates into 
incidents with potential implications in terms of vulnerability due to the interruption of operations, 
the supply chain, or business continuity. Then, business continuity plans [50,65,66] must address 
incidents by prioritizing their impact and potentiality. 
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Incidents, regarding their occurrence and association with QHSE3+ components, generate crises 
and situations associated with their implications and the collateral implications of the measures 
adopted to respond to them. 

The governance of these crises should be included in the organization’s management through 
the crisis management command bridge from where particular scenarios located in the “red” zone 
with the greatest probability, and their consequences, should be prioritized, and contingency plans 
should be formulated. 

 

Figure 4. Crisis and Incident Management, and Business Continuity [65,66]. 

Importantly, within the QHSE3+ framework, the objectives of comprehensive biosafety 
management with its business continuity and contingency plans for crisis scenarios include: 
Protecting the health and well-being of people and the organization with an emphasis on self-care; 
Adapting the promise of value and the product/service to the conditions of the situation, and 
complying with excellence; and Guaranteeing the continuity and sustainability of the business, 
supply, and supply chain (See also Figure A6). 

2.4. Integration of CMS QHSE3+ Requirements and HLS 

CMS QHSE3+ is a harmonious integration of the elements required to develop a management 
model that focuses on complying with agreements, requirements, and applicable legislation, 
preventing failures and risks, and having a proactive approach that shows the causes of failures and 
leads to continuous improvement in business performance. Since the end of the last century, a 
common structure has been envisioned in the required standards on management systems led by 
several standardization secretariats, such as BSI-England and AENOR-Spain, which generated UNE 
66177:2005 and PAS 99:2012 [86,87], respectively. 

CRISIS
QHSE3+

INCIDENTES
QHSE3+

Continuity Plan
Business and Continuity 
Plan in Supply chain

SITUATIONS
(Associated with crises determined by

the Incidents Implications)

Interruption 
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CONTINUITY
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Government.

Incidents Management

Crisis management

Priority in incidents that 
interrupt the operation

Responding to the implications of 
incidents and the measures taken 

to address them

Goals:
1. Care and Protect Health 
and Well-being.
2. Guarantee Continuity              
and Sustainability.
3. Fulfill with Excellence the 
Promise of Value and Adapt 
the Product / Service to the 
Context.

Analysis and prioritization of crisis scenarios

Contingency Plan 
for Particular 

Scenarios
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See also, in Figure A7, under a holistic approach, the chronology corresponding to the historic 
development of the QHSE3+ Standards in correlation with the milestones of technology and the 
expression of man, throughout the ages. 

In 2013, HLS was defined to guide these standards since 2015. This reference became the 
“Appendix SL” of the Supplement to the ISO/IEC Directives on the hierarchical structure of 
management systems standards [86–90]. Figure 5 summarizes the HLS approach under the PDCA 
cycle with which the requirements and mandatory basic structure of the management systems 
standards are defined and integrated; this approach meets the requirements from Chapters 4 to 10, 
given that initials 1 to 3 are intended for Scope (1), Normative References (2), and Terms and 
Definitions (3). Chapters 4 to 7 with a yellow background belong to the P for Planning and include 4. 
Context of the Organization, 5. Leadership, 6. Planning, and 7. Support. In the H of Doing with a 
green background, Chapter 8. Operation; In V of Verify with a light red background, the feedback 
topics under Chapter 9. Performance Evaluation; and in A of Act with a light blue background, 
Chapter 10. Improvements are outlined. 

As a convention, the requirements in purple italics have the same title for the standards of the 
QHSE3+ components, and are given in the extension of Chapters 4, 7, and 10. ISO 45001:2018 includes 
several additional exclusive numerals for this reference identified in red (HS): accountability 
(Numeral 5.3 partial), participation and consultation (Numeral 5.4), change management (Item 8.1.3), 
and emergency preparedness and response (Numeral 8.2) are also included by ISO 14001:2015 (E), in 
the same paragraph (Numeral 8.2). 

In Figure 5, under the criteria of affinity with risks and planning, numeral 8.2 Plans to Respond 
to Emergencies has been placed as part of the planning in numeral 6.1, i.e., Actions to address R/O. 
In its application, best practices for business continuity are considered both from a global strategic 
point of view, as well as for each service line and the supply chain. 

ISO 9001:2015 has requirements specific to this component identified with a blue letter (Q): 
planning of changes (Numeral 6.3) requirements for products and services (Numeral 8.2), design and 
development (Numeral 8.3), control of externally supplied processes, products and services 
(Numeral 8.4), production and service provision (Numeral 8.5), release of products and services 
(Numeral 8.6), and control of nonconforming outputs (Numeral 8.7). 

 

5. LEADERSHIP 6. PLANNING 10. IMPROVEMENT 

9. EVALUATION 8. OPERATION

5.1 Leadership and commitment

5.2 Comprehensive Police

5.3 Organization Roles, 
Responsibilities and Accountability.
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+ 8.2 y 8.2 Emergency preparedness
and reponse (HSE).
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7.2 Competence
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8.1 Operational Planning and Control9.1 Monitoring, Measurement,
Analysis and Evaluation MMAE

9.2 Internal Audit

9.3 Management Review

10.1 Nonconformity and 
Corrective Action

10.2 Continual Improvement

4.1 Context of the organization 4.2 Needs of stakeholders 4.3 Scope of CMS
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6.3 Planning of Changes

8.3 Design and Development of  Products and
Services. (QE2)
8.4 Control of Externally Provided Processes, 
Products and Services (Acquisitions) (QE2)

8.5 Production and Service Provition
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8.7 Control of Nonconforming Output

QHSE3+ Management
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6.3 a 6.6 Energy Review, KPI, Basline,
y Planning for Data (APPROACH E2)

8.2 Change management (8.1.3)

8.2 Requirements for Products and Services

7. SUPPORT

4. CONTEXT

4.4 Comprehensive Management System
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Figure 5. Integration of the logical structure of the requirements of CMS QHSE3+. Perspective of 
Application to Comprehensive Biosafety Management [25–31,86–90]. 

The ISO 50001: 2018 standard also includes particular requirements identified with the green 
letter petroleum (E2), the numerals: 6.3 energy review, 6.4 energy performance, 6.5 energy baseline, 
and 6.6 planning for the collection of energy data, as well as design (Numeral 8.2) and acquisitions 
(Numeral 8.3). To facilitate the comprehensive application of these requirements and additional ones 
such as ISO 27001: 2013, the authors provided reference [13], an excel application that is included in 
the approach of the structure of Figure 6, a checklist of common and uncommon requirements of the 
QHSE3+ standards in the support portal. 

 

Figure 6. Classification matrix of topics related to the R/O of CMS QHSE3+ [25–30,91]. 

3. Results, Achievements, and Discussion 
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The research that supports the results presented in this paper focuses on contributing to the 
effectiveness and sustainability of Entrepreneurship Projects and the Implementation of 
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Comprehensive Management Systems QHSE3+, SMEs, and the business sector in general, through 
the design and preliminary application of instruments and tools that enable the understanding, 
implementation, and application of Good Practices for sustainable success, and, in the future, its 
massification, from a holistic perspective for the strategic and operational management of risks and 
opportunities (R/O). 

The following are the specific objectives in the field of Comprehensive Risk Management: the 
design of the Model and Reference Framework, the development of tools for the identification and 
classification of R/O, the parameterization of the Risk Management Process, and the initial 
application of the Model and its Tools in goods and services companies. The methodology used 
combined both applied and qualitative research: 

 

 The approach of the logical framework methodology developed by ECLAC and the IDB was 
applied in the formulation of this research project [92–94]. 

 The configuration of the model was carried out in a global and particular way for its main 
components, adapting the developments of the systemic design to the particular case of the 
functional, ergonomic, and formal design of a model of CMS [95,96]. 

 The applied research took place during consulting exercises in which the model and tools were 
validated and adapted to six cases of companies between 2014 and 2019, with positive results 
and the ratification of the approach. 

 In 2020, with the contingency of COVID-19, there was the opportunity to incorporate biosafety 
and business continuity plans into the model in the design and deployment of the governance 
plan in one of the six reference companies (See sections 2.3, 2.4, 3.2 and Figure 4, and the 
summary of the strategic and operational approach in Figure A6). 

The major results of this research include: (a) The structuring of the General Board of R/O 
QHSE3+ (See Section 3.2, Figure 6, and Figures A8–A14), (b) The configuration of the comprehensive 
R/O management model applicable to CMS QHSE3+ (See Section 3.3, and Figures 7 and 8), (c) The 
parameterization of the integral management of R/O of CMS QHSE3+ (See Section 3.4, and Figures 9 
and 10), and (d) The general achievements obtained through the application of the model in different 
companies in terms of vulnerability reduction and energy efficiency (See Sections 3.5 and 3.6). 

3.2. General Directory of R/O Topics Regarding QHSE3+ 

One of the greatest difficulties that organizations may have in terms of R/O management is 
associated with the competencies of people to determine and unify the criteria for classifying R/O in 
their operations and interactions with different interest groups. Given this circumstance, an 
investigation of the R/O taxonomy was carried out, not only from the point of view of the families of 
the QHSE3+ norms and their approaches, but also from the perspective of management schools and 
the cases of companies that have a longer track record of risk management. 

The conclusions reached by the work team after the two analyses, and later, during 2020, with 
the explicit incorporation of the topic of Biosafety, are as follows [13,23,24,35,38,48,51]: 

 To facilitate the application of the model, it is convenient to prepare a Matrix-Directory, which 
brings together the blocks of general topics associated with the R/O Management of companies. 
In this way, each company specifies its basic strategic R/O matrix and processes, based on the 
blocks of topics, which become a support tool. 

 From a general point of view, there will be R/O of external and internal origin. The external R/O 
come from the external environment of the company and have a direct impact on its operation 
and results. The internal R/O depend on the organization’s own management. 

 Within the categories of internal risks and opportunities, one can include, as illustrated in Figure 
6, aspects related to: (i) Strategy, Business and Projects, (ii) Culture and Behavior, (iii) Decision 
Making, (iv) Conditions for Conformity Q, v. Conditions for the Safety and Health of People HS, 
(vi) Conditions for Pollution Prevention and Environmental Protection E, (vii) Conditions for 
the rational use of Energy and Energy Efficiency E2, (viii) Conditions and resources for the 
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adaptation of infrastructure, maintenance and cleaning of facilities and equipment, (ix) 
Conditions and resources for Planning, Infrastructure and Resources, Control and Development 
of ICT, (x) Financial and economic elements, which include the planning, management and 
results of financial resources, in addition to the applicable tax, fiscal and regulatory component; 
(xi) Other specialized topics. 

There may be R/O simultaneously related to several QHSE3+ components, or external and 
internal topics. In the same way, for the integral biosafety management component that is part of the 
plus (+), it may be presented in many external and internal categories, such as strategy, culture, 
quality, safety, environment, infrastructure, financial elements, and even other specialized topics 
depending on the type of organization. 

Figures A8 to A.14 detail the topics related to the layers and particular items presented in Figure 
7, for external R/O, and Layers I to IX of the internal R/O. 

3.3. Conceptual Model for Comprehensive R/O Management Applicable to CMS QHSE3+ 

This section presents the approach of the model configured through the application of systemic 
design [11,91,95–96], taking into account the structural and functional elements, which are described 
in Sections 3.3.1 and 3.3.2, and their parameterization in Section 3.4. 

Figure 7 illustrates the set of the Comprehensive R/O Management Model, taking as a starting 
point the basic elements of the CMS QHSE3+ described in Table 2. 

Table 2. Basic elements of the CMS QHSE3+ Model [11,91]. 
 

PARTS DESCRIPTION 
1. Management Core 

 
 
 
 
 
 

“I decide with business intelligence on the aspects of 
management” 
The core of management represents the central component 
from where the strategic direction is developed, including 
business intelligence associated with the strategic decisions 
for differentiation and specialization based on the 
development of products and services for sustainable 
success with innovation. 

2. Heart of Talent and Culture 
 
 
 
 
 

“I deploy the philosophy of R/O and develop skills and culture” 
This represents human management, associated with 
talent, competencies, and knowledge management.  
Culture addresses the dynamics of identification, 
appropriation, and experience of principles. 

3. R/O Management, Intelligence, 
and Operational Planning 

Breastplate 
 
 
 
 
 
 

 

  
 

“I decide with intelligence and technique the operational aspects.” 
This brings together information intelligence and 
operational decision-making with the planning of 
prevention, mitigation, contingency, emergency, and R/O 
control measures for each component with the 
management of purchases and infrastructure. 
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4–8. Five Arms of QHSE3+ “I apply what was planned in each component.” 
These symbolize the QHSE3 elements from which the 
strategic and operational planning is applied. In each arm, 
the R/O per component is managed, associated with 
nonconformities, incidents, potential uses, improvements, 
or greater value generation. 
 
 
 

9 and 10. Feedback Axes and Model 
Improvement 

 
 
 
 
 
 
 
 

”Through Monitoring, Measurement, Analysis, and Evaluation 
(MMAE), I learn, innovate, and improve”. 
These are the axes that ensure the dynamics of the model. 
Axis 9 brings together the MMAE, audit, and management 
review to analyze performance and pose challenges. Axis 
10 corresponds to improvement, innovation, and response 
accordingly to incidents, nonconformities, and 
opportunities to generate greater value with corrective and 
preventive actions in full alignment with the requirements 
of the context and strategic purposes. 

3.3.1. Structural Elements of the Comprehensive R/O Management Model in CMS QHSE3+ 

The following elements make direct reference to risk management: 

 The management nucleus has the first level of strategic risk management with product and 
business developments. 

 The operational planning QHSE3+ is carried out from the Operational Planning Breastplate of 
the Model, and includes planning processes, identification of R/O and determination of controls. 

 The Five QHSE3+ Arms apply what is planned and respond to incidents and moments of truth. 

Figure 7 shows the sketch of 16 components of the model, and the deployment of ROBT in a 
transversal way throughout the entire system for its foundation and appropriation through 
Components 11–16. 
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Figure 7. Model for the comprehensive R/O management of CMS QHSE3+. 

3.3.2. Functional Approach of the R/O Model Applicable to CMS QHSE3+ 

Figure 8 illustrates the functional elements in the operation of the model, considering their 
visualization and interaction through a matrix of two inputs, which include four layers on the vertical 
axis: (1) Foundations in principles and values, (2) R/O strategic management, (3) QHSE3+ operational 
R/O management, and (4) complementary layer. 

On the horizontal axis, there are four levels of planning and action: (a) directive planning, (b) 
operational planning (including projects, product development, and processes), (c) contingency and 
emergency plans, and (d) responsibility and response actions (i.e., containment and correction, 
feedback, and lessons learned). 

The model matrix and its functional elements are analyzed below: 
Layer 1. Foundation in Principles and Values: Thought, Awareness, and Action for Prevention 
Transversal to the levels of planning and action, this layer includes the planning and 

development of strategies to develop skills and achieve the appropriation of the value of prevention 
associated with ROBT. 

Layer 2. Management to Decide on Strategic R/O 
This layer is divided into sublayers of change management to guarantee the integrity of the 

system, and a second sublayer to plan strategies according to each level: 

11. Strategic R/O Management.
Intelligence, context monitoring and decision making to consolidate
and build the future of the organization. Product and business
developments. R/O follow-up on strategy management.
Reformulation of projects and definition of contingency actions, as
necessary.

12. Culture, values   and human talent for R/O management.
Deployment and appropriation of the Principle corresponding to
"R/O - BASED THINKING".

13. Operational Planning for R/O management.
Technical management to determine R/O QHSE3+, and formulate
control measures, in projects and operational and support
processes.

14/18. Application of R/O Management in the QHSE3+ Arms
Application of prevention measures and R/O management in the
Quality, Safety and Health, Environmental Management, Energy
Efficiency, and Other Applicable components.
Implementation of contingency plans QHSE3+
Application of prevention measures before, during and after QHSE3+
events.
Responsibility management and response to NC and QHSE3+
incidents

15. R/O Management and Feedback Axis.
Feedback on the performance and approach of Comprehensive
Risk Management. Risk Management during Feedback activities.

7. E2 (50k).

10. Innovation and 
Improvement

9. Feedback

Management
Core
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Figure 8. Functional matrix of comprehensive R/O management model layers and levels. 

o Executive: Market intelligence and the study of the context to formulate objectives, policies, 
projects, and strategic corporate plans. 

o Operational: R/O analysis for the formulation and development of new businesses, products, and 
projects in line with the strategic purposes of change. 

o Contingency: Cycle of decisions related to business continuity plan, biosecurity management, and 
emergency preparedness and response. 

o Containment, Feedback, Responsibility, and Response. Response to performance and MMAE. 
Decisions and challenges of business reformulation, projects, and strategy. 

Layer 3. Operational R/O Management QHSE3+ 
This layer considers the functions of business intelligence and the management of legal 

requirements, process planning, comprehensive biosafety management, nonconformity 

LEVELS OF PLANNING-ACTION: Planning Board

LAYERS OF FOUNDATION AND 
APPLICATION

Corporate Strategic 
Planning

Planning and 
project 

management

Planning and 
Development of 

Services / Portfolio

Planning of 
Support and 

Operative 
Processes

Before During Post Containment
Correction Feedback

Learned 
lessons

Knowledge

2. LAYER FOR RISK MANAGEMENT AND 
STRATEGIC OPPORTUNITIES:

2.1 MANAGEMENT OF THE CHANGE AND 
INTEGRITY OF THE MANAGEMENT SYSTEM.

2.2 RISK AND OPPORTUNITIES - BASED 
THINKING TO PLAN STRATEGIES BASED ON 
THE CONTEXT.

Strategic decisions Decisions in 
Projects

 Decisions in 
Developments

Decisions in 
Process Planning

Business Intelligence and 
Good Practices Good Practices Good Practices Good Practices

3.2 SUB-LAYER FOR THE MANAGEMENT OF 
R/O OF INTEGRAL PHYSICAL SECURITY (HS).
(It Include HS Biosecurity Risks)

Integral Policy
HS Policy

HS 
Management 
in Projects

HS Component 
Management 

System
HS Programs

3.3 SUB-LAYER FOR R/O MANAGEMENT OF 
ENERGY EFFICIENCY AND ENVIRONMENTAL 
MANAGEMENT. (E3)
(It Include Environment Biosecurity Risks)

Integral Policy

Sustainability Policy

Environmental 
and Energy 

Management 
in Projects

Management 
System 

Environmental and 
Energy Programs

Environmental 
and Energy 
Programs

3.4 SUB-LAYER FOR ADDITIONAL R/O 
MANAGEMENT (+). 
For example: R/O FINANCIAL, R/O TIC, or RISK 
OF CORRUPTION, among others.

Personal Data Protection 
Policy

Other Specific Policies

Management 
of additional 

R/O (+)

Other components 
of the Management 
System required.

Management vs. 
Habeas Data Law

4. COMPLEMENTARY LAYER LINKED TO 
OTHER MEASURES TO SUPPORT THE 
DEPLOYMENT OF THOUGHT BASED ON 
RISKS AND OPPORTUNITIES

Dynamics of Corporate 
Strategy

FUNCTIONAL APPROACH OF THE CONCEPTUAL MODEL FOR THE COMPREHENSIVE MANAGEMENT OF R/O QHSE3+  
                                     .

OBJECTIVE : To ensure the Intelligence for the making of individual, team and corporate decisions that allow to enhance opportunities
and respond to threats and vulnerabilities, in harmony with the missionary purposes and the strategic goals of the organization.

Thought, Consciousness and Action to Take Care of Yourself, Take Care and Protect the Well-being and Health of People and the Organization

Operational Planning Contingency Plans Responsibility and Response Actions

1. FOUNDATION IN PRINCIPLES AND VALUES
Values and elements of the corporate philosophy 
that support the application of the Principle 
corresponding to Risk and Opportunities - Based 
Thinking  R/OBT throughout the organization.

Be accountable to commitments (formal, implicit, law and word).
Be respectful of others, of regulations and of the law, for a healthy coexistence
Being committed to the strategic purposes and missionary role of the company

Offer GOOD, SAFE and HEALTHY products and services, in accordance with the promise of value and the established requirements
Understand the reality of processes and the environment and identify dangers and opportunities

Ensuring that we learn from experience, mistakes, and the best that others can do.
 MAKE DECISIONS WITH INTELLIGENCE ... TO REDUCE VULNERABILITY AND TAKE ADVANTAGE OF OPPORTUNITIES

Thought, Consciousness and Action to Take Care of youreself, Take Care, 
and Protect the Well-being and Health of People and the Organization

OPERATIONAL CONTROL Management of Non-Conforming. Correction 
and Prevention Actions.

Analysis of scenarios
Consumer study

Study of the competitors

Goals. Strategic Management
Corporate MMAE

Integral Policy
Specific Policies

Study of opportunities, needs and formulation of Special 
Corporate Strategic Projects.

Cutting-edge strategic developments
Reformulation of the Promise of Value
Analysis and Risk Management in Projects

Project Management Plans
Monitoring, Measurement, Analysis and Evaluation 

MMAE 
Operational Process Planning

Change management: 
(Infrastructure, Projects, Processes and Services)

Business Continuity Plan.

Biosafety and Biosecurity 
protocols

and

Emergency plans

I assume, I respond. 
Monitoring, Measurement, Analysis and 

Evaluation: MMAE
Learned lessons and Knowledge Management

Management System Review
Business Reformulation, Products

and Corporate Strategy
New products development NPD
New business development NBD 

Objectives and Projects.

I decide on the Preparation and 
Response to Contingencies

I decide,  I learn and 
I manage the change

3. LAYER FOR OPERATIONAL R/O 
MANAGEMENT QHSE3+.

Risk and Opportunity - Based 
Thinking 
(R/OBT) 

 in Special 
Strategic Projects

R/OBT in Innovation Projects:
R/O studies Feasibility studies.

Analysis of R/O during development.
Legal Requirements Management Study

R/OBT in Infrastructure Projects
Operational Process Planning

Change management. 
Comprehensive Biosecurity Management

Protocols and Good Practices 
for

Management and Treatment
Not satisfied and
Nonconformities

Lessons Learned 
from

Incidents, Events and News.
Generation of Knowledge. 

Reformulation of 
Control measures

Integrity Control - Comptroller (Corporate Audit vs COSO Internal Control System):
(Decisions vs: Integrity of Resources, Non-application of Provisions, Achievement of Objectives and Goals)

Cultural Management vs. Dynamic of R/O:  (Immediate Decisions in Moments of Truth)

3.1 SUB-LAYER FOR THE MANAGEMENT OF 
R/O OF QUALITY, SAFETY OR OTHER 
APPLICABLE TECHNICIANS (Q)
(It include Biosecurity in component Q)

Policies and Decisions for the 
Management of Corporate 

Projects
Quality Plans in Operations by Service Line

Incident Management 
and Treatment of Non-

conformities (TNC)

MMAE and Reformulation vs 
(Product - Process - Quality Plans in 

Operations by line)

Emergency and 
Contingency Preparation 

and Response 
Comprehensive Plan. 

Approach QHSE3+

MMAE and Reformulation vs INTEGRAL 
SECURITY

MMAE and Management Review of the 
ENVIRONMENTAL COMPONENT

MMAE and TIC Reformulation



Energies 2020, 13, 5579 18 of 44 

 

management, redefinition of control measures, and lessons learned vs. incidents and changes. It is 
divided into sublayers associated with each component of CMS QHSE3+, having the following at 
each of the levels: 

o Executive: R/OBT in special projects. Decisions and deployment of the comprehensive 
management policy and others. 

o Operational and Contingency: Application and adaptation of operational control plans and 
programs, emergency response, NC, and QHSE3+ incident management. 

o Feedback, Responsibility, and Response: Lessons learned, knowledge, review of control measures, 
MMAE, and managerial review by component. 

Layer 4. Other Measures for the Deployment of R/OBT 
From the strategic level, this layer considers the R/O, evaluating business alternatives, alliances, 

or structural changes in the organization resulting from the decisions to be made. Internal control 
measures based on the COSO model, with feedback, auditing, and controls to guarantee the integrity 
of the resources and the integral generation of value, including economic results, are highlighted in 
a transversal way for energy efficiency [17,55–58,66,97–99]. 

Another complement is related to the development of competencies to make decisions and react 
appropriately and in timely manner to events that lead to the presence of risk factors and dynamic 
opportunities, involving decisions in moments of truth or critical moments of change. 

3.4. Parameterization of the Comprehensive R/O Management Model. 

Sections 3.3.1 and 3.3.2 have made it possible to observe the breadth of comprehensive 
management in various aspects of external and internal R/O, considering the QHSE3+ components 
and their application in a transversal manner. 

With the tools associated with the QHSE3+ risk types directory (Figures A8–A14) and the R/O 
management conceptual model for CMS QHSE3+ with its functionality matrix (Figures 7 and 8), 
significant progress is made in the visualization of R/O. 

However, its generalized application requires a logical tool that facilitates its application, 
updating, and management in the processes, the strategic field, and the components in which this is 
required. 

Figure 9 contains the flow that illustrates the step-by-step to the parameterization of the R/O 
management process associated with the model. From this parameterization, diagrammed with 
machine language identifying reports and outputs, it is possible to structure computer applications 
that are very useful for companies in terms of the transversal, agile, and systematic application of 
R/O management under unified criteria, support guides, listings, reports, and statistics. 

In Figure 9, the parameterization considers 10 Steps (column on the left) in which the application 
context is initially defined, taking into account the definition of the scope of the system or exercise 
(Step 0), the components under analysis, and the list of objectives and processes (Step 1), and then 
proceeds to determine the priority processes based on the analysis of their incidence in the fulfillment 
of the requirements, obligations, strategic objectives, and the performance and success of the business 
(Steps 2,3, and 4). 

Next, the applicable R/O directory was determined by starting from the tool indicated in Section 
3.2 and from each component, thus generating the list of the types of external and internal (R/O) by 
component QHSE3+ (Step 5). Based on the typology, a list of strategic R/O and QHSE3+ was 
determined and individualized, including those related to biosecurity and biosafety (Step 6). 

In Step 7, an assessment of the R/O was carried out, which generates the R/O map and proceeds 
to establish the contingency plans, business continuity, and, in general, the plan of treatment, which 
takes into account the layers of prevention, control, reaction, mitigation, and change management 
(Step 8). The Plan must be monitored in terms of its execution and results. 
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Figure 9. Parameterization of the application of the comprehensive R/O management model. 

In Step (9), the effectiveness of the plan was evaluated, and incidents and events related to the 
R/O of CMS QHSE3+ were monitored. 

In Step (10), the residual risk and the changes in vulnerability were evaluated, and the cycle was 
resumed and reformulated according to the changes in the context. 
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Figure 10 represents an alternative set of criteria with which to perform the assessment of risks 
and opportunities R/O. 

 
Figure 10. Parameterization of the application of the comprehensive R/O management model. 

3.5. General Achievements and Benefits of the Research 

The research gave rise to the following innovative products that contribute to entrepreneurship 
which is available to companies and stakeholders: 

 The presentation of the concepts related to security and with the processes of risk management 
and intelligence for decision-making, through a graph that correlates, orders, and explains them, 
facilitating their study and analysis, in the context of management systems (See Figure 1, and 
Section 2.1.1). 

 The explicit incorporation of the comprehensive biosafety management and contingency and 
business continuity plans to the model (See numeral 2.3 with the comprehensive approach and 
concepts; Figure 4 with governance in crisis; Figure 6 with the application of the integration of 
requirements to biosecurity and biosafety; and continuity management and response to the 
pandemic in Figure A6). 

 The presentation of the requirements of ISO 50001 and the ISO QHSE3+ standards as best 
practices, whose application contributes to reducing vulnerability and enhancing energy 
improvement and efficiency. For this purpose, the HLS was applied, and illustrated by a 
diagram that allows us to appreciate its logic and integration, and the blocks of particular 
requirements for each component 

See Sections 2 and 3, and Figures 3, 5, and A4, as well as the reference support portal [13] with a 
comprehensive checklist of best practices QHSE3+. 

 The generation of six matrices that present the thematic structure, approach, and projections of 
the ISO 31000 families of standards, and QHSE3+, which include ISO 50000. In each matrix, 
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explicit reference is made to the best practices which are most related to the integral management 
of risks for each component (Figures A1–A5). 

 The matrix “General Directory of topics for R/O QHSE3+”, which is a very useful and practical 
tool to make the inventory for R/O of companies. See 3.2 and Figures A8–A14. 

 The configuration of the R/O comprehensive management conceptual model with an energy 
performance perspective through the application of systemic design, which facilitates the logical 
and didactic presentation of its structural and functional elements. See Sections 3.3.1 and 3.3.2, 
and Figures 7 and 8. 

 The validation of the parametrization flow of the model as a base instrument with which to 
structure computer applications that support the administration of R/O comprehensive 
management in organizations. See Section 3.4 and Figures 9 and 10. 

 The model and its tools had were tentatively applied in six companies, where their practical 
utility and the benefit of their simple and logical approach were ratified to visualize and 
understand their structure, functionality, and operation. With one of the companies, it was 
possible to apply the model, considering the strategic and operational components in relation to 
business continuity and COVID-19. See Paragraph 3.6 and Figure A7. 

The achievements and results obtained will determine the course of research and subsequent 
actions to expand the generated instruments and promote sustainable success. 

3.6. Results Obtained in Terms of Energy Efficiency and Vulnerability Reduction 

3.6.1. Characteristics and Profile of the Companies in which the Preliminary Validation was Made 

Figure 11 presents the characteristics and profiles of six companies located in Colombia, in the 
Departments of Atlántico, La Guajira and Cundinamarca, where the preliminary application of the 
CRM Model was made, and the complete cycle of identification of R/O and of the formulation and 
implementation of actions to respond and address the R/O, within the framework of consulting 
projects for the consolidation of its Comprehensive Management Systems. 

The profile includes the comprehensive approach of the Management System, the status of 
accreditation or certification of its QHSE3+ components, and the existence of Business Continuity 
Plans or Emergency and Contingency Plans. 

All the companies have CMS based on the certified quality component and a strategic approach, 
which determines the priorities of each business directed to address strategic and operational R/O, 
giving priority to accreditation in the health sector in the case of the hospital and clinic, and in all 
cases, to the QHSE3+ risk components and the regulatory obligations of each sector. 

Although no company is certified in E2, 1 is certified in HS, and 3 are certified in the 
environmental component E, all made positive progress in the application of best practices and 
decided to be certified in the components indicated in Figure 11, according to their priorities and 
market interests. 

Particularly, in the “+” component of additional risks, all companies applied good information 
security practices and the physical and logical security of their platforms, under the R/O ICT 
approach in accordance with ISO 27001:2013. On the other hand, two were certified in the BASC 
component, and 1 in ISO 22000:2018. 
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Figure 11. Characteristics of the companies in which the application of the comprehensive R/O 
management model was performed under CMS QHSE3+. 

3.6.2. Presentation and Analysis of the Results obtained. 

Figures 12 and 13 summarize the results obtained in the R/O management as of December 2019 
considering the contribution of opportunity management in achieving the objectives and the 
reduction of vulnerability for each QHSE3+ component. 

Some values result from projections and assumptions that were raised from the companies to 
consider force majeure stops or external factors that generate distortion in the handling of data. The 
2020 records are not included, given their irregularity due to the confinement. Here are the most 
relevant aspects: 

A. Functionality of the Model and Appropriation of ROBT. 

o In the six organizations, the correct functionality of the model and the incidence indicators for 
the management of opportunities and the reduction of vulnerability were ratified. 

o The model applied and the tools that support it facilitate the management of the cycle of 
identification, analysis, evaluation, formulation of actions, monitoring, requalification, and 
reformulation of R/O through the key questions and the parameterization sequence. 

o In companies in which prevention and ROBT were adopted as a fundamental principle and 
value, it was much easier to ensure systematic continuity in the application of the model. 

B. Incidence of Opportunity Management in the Achievement of Strategic Purposes (Rows in 
Item 1). 

o The indicator of the incidence of opportunity management in the achievement of the objectives 
was valued from the different processes and positions with direct responsibility in the projects 
and associated actions from the estimated average percentage of the incidence of each relevant 
opportunity considered with evaluations agreed upon between the management and specific 
managers. 

o The average of the indicator of incidence was between 12% and 36% in the six companies. The 
opportunities related to ICT innovation and updating, the development of new products, new 
markets and businesses, renovation and investment in equipment, infrastructure and new 
facilities, development of new alliances, and human talent. 
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Figure 12. Indicators of vulnerability reduction and incidence of opportunity management in the 
achievement of strategic objectives: Companies 1, 2, and 3. 

C. Vulnerability Reduction for Strategic and Quality Risks Q (Rows of Items 2 and 3) 

o The reduction in vulnerability is calculated as the percentage of risk reduction after the 
application of the measures in the period to be calculated, as indicated in the algorithm of the 
definition in Section 2.1.1, which is set out again below: 

%𝐷𝑖𝑠𝑚𝑉𝑢𝑙 = ൥෍ሺ𝑃𝑜௜ሻሺ𝐺𝑜௜ሻ௡
௜ୀଵ −෍ሺ𝑃𝑓௜ሻሺ𝐺𝑓௜ሻ௡

௜ୀଵ ൩ / ൥෍ሺ𝑃𝑜௜ሻሺ𝐺𝑜௜ሻ௡
௜ୀଵ ൩ (2) 

where DismVul denotes the percentage decrease in vulnerability after implementing antirisk 
measures, Poi and Goi are the initially assessed possibility and gravity, respectively, and Pfi and Gfi, 
are the final possibility and gravity, respectively, after adopting the planned measures. 

o The reduction of vulnerability was between 8.5 and 27% in terms of strategic and quality risks 
related to vulnerability due to new requirements of corporate clients, liquidity and portfolio 
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THE ACHIEVEMENT OF THE STRATEGIC OBJECTIVES.
(Includes examples of addressed opportunities). 

3.4%:
1. Innovation with ICT;
2. New Headquarters Project;
3. Management of Legal 
Requirements. 
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#
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1. Thermal discomfort in rooms 
and cold areas.
2. Handling of cleaning 
chemicals.
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8.7%
1. Risks associated with 
chemical and biological agents.
2. Exposure to sources of 
ionizing radiation. 

13.6%
1. There is no protocol for the 
management of biological risks.
2. Risks of infection due to 
deficiencies in waste 
management.

PERFORMANCE INDICATORS - EXECUTION 2019.

11.5%
1. Low response in call for 
events,
2. Low impact of marketing 
strategies. 

16%
1. Vulnerability due to infection 
risks
2. High incidence of patients 
who migrate. 

23%
1. Liquidity and delinquent 
portfolio.
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9.4%
1. Generation of solid and liquid 
waste.
2. Generation of noise and 
vibrations during events of the 
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1. Generation of non-domestic 
discharges with discharge to 
the sewers.
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to the spillage of hazardous 
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17.4%
1. Vulnerability due to handling 
and handling of hazardous 
waste.
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10.8%
1. Greater energy consumption 
at the Prado Headquarters, due 
to the non-optimal 
management of heat and cold.
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16.4%
1. Energy losses due to non-
optimal heat and cold 
management in operations and 
services.
2. Absence of automatic control 
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lighting.

14.8%
1. Obsolescence of equipment 
and infrastructure.
2. Vulnerability due to the 
absence of control mechanisms 
and disciplinary provisions for 
energy saving
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recovery, noncompetitive rates and costs, low call and market response, infection risks, and the 
high incidence of patients who migrate. 

 

Figure 13. Indicators of vulnerability reduction and incidence of opportunity management in the 
achievement of strategic objectives: Companies 4, 5, and 6. 

D. Vulnerability Reduction for HS Risk (Rows of Items 4 and 5) 

o The reduction of vulnerability in the risks of the HS component was between 8.7% and 16.5%. 
The related risks include chemical products, noise levels, exposure to chemical, physical, and 
biological agents, contaminated waste management, particulate material, work at heights and in 
confined spaces, and thermal discomfort. 

E. Reduction of Vulnerability for Risks E. (Rows of Items 6 and 7) 

o The reduction of vulnerability in the risks of component E was between 9.4% and 23%. The risks 
include consumption of natural resources such as raw materials, consumption and 
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9
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(Risks due to inefficiency and energy losses).

10
EXAMPLES OF SIGNIFICANT RISKS WITH GREATER 
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1. Information security
1.1 Inconsistencies and 
deactivation of computer 
applications.
1.2. Fines and penalties for 
inconsistencies in reporting 
information to the authorities. 

1. BASC:
Vulnerability of the physical 
integrity of the cargo due to 
violation of the security of the 
containers.
2. Food Safety:
Cross contamination of cargo 
by the presence of birds and 
rodents

1. Information Security:
Infrastructure restrictions for the 
Business Continuity Plan
2. Food Safety:
Cross contamination in 
decoration, packaging and 
packaging.

11.4%
1. Affectation by noise in the 
area of blister-packing
2. Vulnerability due to non-
application of protocols in the 
handling of chemicals.

11.6%
1. Health damage due to 
contact with particulate matter.
2. Vulnerability due to work at 
height and confined spaces.

16,5%
1. Affectation by contact with 
chemical products.
2. Affectation by high noise 
levels in operations.

PERFORMANCE INDICATORS - EXECUTION 2019.

27%
1. Vulnerability due to new 
GMP / FDA requirements.
2. Low liquidity due to 
restrictions in portfolio recovery. 

8.5%
1. Conditions of the access 
roads and cycle times above 
the average.
2. Non-competitive conditions 
of availability and rates.

17.8%
1. Market loss due to additional 
supply requirements.
2. Decrease in demand for non-
competitive costs.

12,6%
1. Vulnerability in the 
management, control and 
disposal of hazardous waste.
2. Generation of non-domestic 
discharges with discharge to 
the sewer.

18,4%
1. Generation of industrial water 
contaminated with solid waste, 
oil and grease.
2. Generation of hydrocarbon 
spills or leaks in the operation. 

23%
1. Consumption of limestone 
and raw materials.
2. Permanent use of fuel and 
energy to operate the furnace.

9,6%
1. Energy consumption peaks 
in operations, due to non-
optimal management of heat 
and cold
2. Absence of energy saving 
mechanisms in the 
commissioning of the operating 
lines.

10,8%
1. Levels of energy 
consumption in machinery and 
equipment operations.
2. Inefficient handling of 
operating cycles, with higher 
fuel consumption for operation

9,4%
1. High levels of fuel 
consumption in the furnace 
during the start-up of each line.
2. Fuel consumption for the 
inbound and outbound logistics 
operation.
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contamination of water, noise and vibrations, hydrocarbon spills, generation of dumping and 
contaminated waste, handling and manipulation of chemicals and hazardous waste stand out. 

F. Reduction of Vulnerability in Terms of E2 (General—Rows of Items 8 and 9) 

o The reduction of vulnerability in the risks of component E2 was between 9.4% and 16.4%. 

The risks concern losses and higher consumption due to the non-optimal management of heat 
and cold, loss, and greater consumption due to the lack of lighting savings, high consumption of fuel, 
and energy in logistics operations of the supply chains (see Section H). 

G. Reduction of Vulnerability in other components of Additional R/O (+) (Row 10) 
In this block, three factors stand out: 

 Information security: Physical damage to hardware, deterioration of software, limitations in 
availability, access, and integrity of information, cyberattack on networks and channels, 
inconsistencies and deactivation of computer applications, and infrastructure. 

 Food safety: Cross-contamination by the nonapplication of best practices or the presence of 
pigeons, rodents, and other pests in loading, unloading, and storage. 

 BASC: Physical integrity of cargo for violation of container security. 

H. Recent Developments in E2 Management 
o Compensation Fund 

(i) Basic energy-saving program in all its locations, (ii). Automatic control and programming of 
conditioning and refrigeration, (iii). Improvements in insulation to optimize refrigeration in cold 
rooms, (iv). Campaigns, training, and supervision, (v). Automation of energy control in 
accommodation, (vi). Automatic control and savings alternatives with adaptation of roofs, (vii). 
Optimization in ventilation and cooling, (viii). Luminaire change and automatic control. (ix). 
Reduction in per capita energy consumption (2019 vs. 2018): 8.1%. 

o Municipal Hospital 

(i). Savings program in all processes, (ii). Network design optimization, (iii). Automation of 
lighting and air conditioning, (iv). Use of secondary sources of natural light and solar panels. 
(v). Optimization of ventilation and conditioning systems in hospital and care areas, (vi). 
Conditioning and isolation in cold areas, (vii). Control of energy use in washing, sanitation, and 
patient care, (viii). Maintenance and adaptation of boilers and cold equipment, (ix). MMAE of 
monthly consumption vs. daily bed occupations, x. Reduction in per capita energy consumption 
(2019 vs. 2018): 18.2%. 

o Clinic (Health Services) 
(i). Water- and energy-saving plan in all processes, (ii). MMAE of consumption and baseline, 
(iii). Redesign and application of intelligent lighting and air conditioning systems, iv. Insulation 
of “hot” pipes, walls and ceilings, (v). Optimization of ventilation, conditioning, and 
refrigeration of clinical and service areas, (vi). Campaigns to position values and achieve the 
systematic application of best practices, (vii). New eco-efficient engine room and boilers, (viii). 
Reduction of energy losses due to transformation, adaptation of boilers and chillers, (ix). MMAE 
of monthly consumption vs. daily bed occupations, (x). Reduction in per capita energy 
consumption (2019 vs. 2018): 20.3%. 

o Pharmaceutical Laboratory 
(i). Savings and consumption reduction plan in all lines and pharmaceutical forms, (ii). Redesign 
of processes and product lines with lower energy consumption, (iii). MMAE on plans to reduce 
use and savings, (iv). Isolation of white areas and warehouses, v. Redesign of networks and 
facilities with intelligent air and lighting systems, (vi). Optimization and maintenance of 
ventilation and conditioning of gray areas, (vii). Training and disciplinary measures for the 
continuity in the application of good practices, (viii). Replacement of obsolete equipment for eco-
efficient conversion (with investment incentive), 
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(ix). Devices on doors and windows to prevent leaks, (x). Cleaning and replacement of filters in 
air conditioning units, (xi). Reduction in per capita consumption (2019 vs. 2018): 12.2%. 
o Port Operation and Logistics Services 
(i). Winery savings program, (ii). MMAE on consumption reduction and savings, (iii). 
Incorporation of energy efficiency in the strategy, (iv). Training. Supervision, and measures to 
apply good practices for E2, (v). Substitution of fuels and development of alternative mixtures 
(reduction of carbon footprint and consumption of kilowatt-hour per container), (vi). Greater 
control over own and subcontracted consumption. 
(vii). Measurement and reduction of electricity and heat Losses. (viii). Planning, execution, and 
control of maintenance and renewal of obsolete equipment, (ix). Efficient lighting, (x). Reduction 
in per capita energy consumption (2019 vs. 2018): 15.2%. 
o Manufacturing (Glass Containers) 

(i). Global corporate savings program with an emphasis on oven and training, (ii). MMAE on 
consumption reduction and savings, (iii). 10-year global strategic challenge to reduce 
consumption by 50%, (iv). Campaigns, training, and supervision for E2. (v). Planning, mastery 
of standardization, and control in setup and operation of furnaces, (vi). Eco-efficient packaging 
design. (vii). Automatic control and energy-saving alternatives in lighting. (Natural and solar 
panels). (viii). Optimization in ventilation and conditioning. (ix). Reduction of consumption in 
the supply chain. (x). Reduction in per capita energy consumption (2019 vs. 2018): 10.2%. 

4. Conclusions 

We present a conceptual model for comprehensive R/O management and the tools to facilitate 
its application. This includes the results obtained and references to best practices for the deployment 
and application of the model, from Appendices A.1 to A.8. 

The concepts associated with intelligence for decision-making and security were incorporated 
into the conceptual and principles framework of the model, from the perspective of the US 
Department Homeland Security lexicon (Section 2.1), as well as the concepts and best practices 
related to biosafety management and business continuity plans (Section 2.3). In this way, the 
perspective was broadened, adjusting the approach to the dynamic context. 

The integration of model requirements was carried out from the identification of the 
requirements common to each component according to the approach of the HLS [87–90], as illustrated 
in Figure 6 (Section 2.4), where the additional specific topics of each component were identified, and 
an analysis of the application of these requirements to the comprehensive biosafety management was 
carried out. On the reference support portal [13], the authors provided a checklist associated with 
these requirements in terms of best practices available to the public. 

The model was configured using graphic illustration and a matrix, which present the structural 
and functional design of each component, considering the different levels of planning and action, and 
the layers in which ROBT is deployed within CMS QHSE3+ (Section 3.2). 

Two key tools were designed to support and facilitate the application of the CRM Model: the 
matrix-directory for the classification of risk topics, and the parameterization of the ten stages of the 
process, i.e., definition of the context, determination of the scope, prioritization vs. objectives and 
processes, identification and assessment of R/O, formulation, execution, and follow-up in the 
execution of the plan, evaluation of residual risk and restart of the cycle. 

Holistic and strategic management gives an integral character to the system, which is not a 
simple combination or addition of components. CMS QHSE3+ is the harmonious integration of an 
organization’s processes and projects focused on the achievement of the strategic purposes of the 
business in the path toward sustainable success. For this purpose, the comprehensive management 
of R/O is a fundamental tool. The importance of the management of competencies and culture is 
highlighted to promote and advance the individual and collective appropriation of the values related 
to the alignment between thought, conscience, and action, i.e., to take care of yourself, take care, and 
protect the integrity of resources and the health of people and the organization. 
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The development of culture and competencies must translate into the management of energy 
efficiency, biosafety, and the development of products, businesses, and processes being 
systematically reflected in the business continuity plans, maps, and R/O management plans of the 
business lines, corporate projects, and processes of the organization, and therefore, in the axes and 
strategic and tactical actions of the organization. 

With the application of the model and its tools, the results described in Section 3.4 were obtained, 
which confirmed the validity of the approach, its applicability and contribution to any type and size 
of organization, and the need to face the challenges of the future. 

A community of consultants, teachers, entrepreneurs, workers, and researchers related to CMS 
QHSE3+ will continue to develop tools and strategies to particularize the progress already made in a 
sectorial way and promote the massification and generalized use of best practices for project 
management, energy efficiency, and comprehensive management for sustainable success. 

In practice, the application of the model and its effective implementation is limited by the need 
to particularize and detail the tools for different sectors of the business activity, which constitute 
possible future lines of research. Another limitation is associated with the development of creative, 
analytical, and abstract thinking, and with the strengthening of the discipline, culture and 
organization of leaders and process managers, who become key actors in intelligence management 
and the strategic and operational decision making of businesses. 

From a technological point of view, there are also limitations generated by the difficulties of 
compatibility between interfaces of the information systems and process control, and the changes in 
priorities in the strategic approach to ICT developments. 

Notwithstanding the above, the figures and results show that in SMEs, this is possible. The facts 
support and confirm that investment and efforts are recovering significantly, also observing that 
there may be a behavior curve where the reduction of vulnerability is greater in the first periods. 
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Abbreviations 

ANSI American National Standards Institute 
BASC Business Anti-Smuggling Coalition 
BMBL Biosafety in Microbiological and Biomedical Laboratories 
CDC Centers for Disease Control and Prevention (USA) 
CEM Clean Energy Ministerial 
CMS Comprehensive Management System 
Component E–14k Environmental Management—ISO 14001 
Component E2–50k Energy Efficiency Management—ISO 50001 
Component HS–45k Health and Safety Management Component—ISO 45001 
Component Q–9k Quality Management Component—ISO 9001 
CRM Comprehensive risk management 
E2 Energy efficiency 
EMAS Eco-Management and Audit Scheme 
EnB Energy Baseline 
EnMS  Energy Management System 
EnPI Energy Performance Indicators 
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GMP–FDA Good Manufacture Practices–Food and Drug Administration 
HLS High-Level Structure 
ICT Information and Communication Technologies 
IDB Inter-American Development Bank 
ILO International Labor Organization 
INSST National Institute for Occupational Safety and Health (In Spain) 
IPEEC International Partnership for Energy Efficiency Cooperation 
ISO International Organization for Standardization 
ISO DIS ISO Draft International Standard (DIS) 
ISO FDIS ISO Final draft International Standard (FDIS) 
ISO TR Technical Report of ISO. 
IEC International Electrotechnical Commission 
ISO/TC Technical Standardization Committee 
ISPS International Ship and Port Facility Security 
KPI Key Performance Indicators 
MMAE Monitoring, Measurement, Analysis and Evaluation 
NBICE Convergence of Nano-Bio-Info-Cogno-Eco technologies 
OHSAS Occupational Health and Safety Assessment Specification 
PDCA Cycle Plan—Do—Check—Act, or Plan—Do—Check—Adjust 
PMBOK Project Management Body of Knowledge 
PMI Project Management Institute 

QHSE3+ 
Quality, Safety and Health in the workplace, Environmental management, Energy Efficiency, 
and other risk components 

R/O Risks and opportunities 
ROBT Risks and Opportunities R/O–Based Thinking 
rdis International Design Research Network 
SA/SNZ HB Handbook edited by National Standardization Organizations of Australia and New Zealand. 
SMEs Small and medium-sized enterprises 
UNIDO United Nations Industrial Development Organization 
WBS Work Breakdown Structure 
WHO World Health Organization 

Appendix A 

In Figure A1, the characteristics and structure of the family of ISO 31000 standards are presented, 
which include: The ISO IEC 73 Guide with the vocabulary, supplemented by Section 3 of ISO 
31000:2018, which also contains, as the main axis of the family, the principles and guidelines, the 
frame of reference, and the process for risk management. As complementary standards, reference is 
made to the ISO TR 31004:2013 Implementation Guide and the ISO 31010:2019 Guide. 

Figures A2–A5, cut to August 2020, present a logic similar to that indicated here, adding in some 
cases the standards that are in the process of development, given their relevance in terms of the 
contribution in best practices for planning and risk management in QHSE3+ components. 

Figure A5 includes the ISO 50000 Family on E2, and in Appendix F, the illustration of the crisis 
management approach and strategic business continuity plan for the case of a family compensation 
fund in the event of the contingency generated by confinement and COVID-19. 

Figure A6 presents the global approach for governance, biosafety + biosecurity, and the business 
continuity plan. In Section 2.3 and Figure 4, the concepts, scope, and needs related to the objectives 
of comprehensive biosafety and biosecurity management are illustrated. In numerals 2.4 and 3.1, it is 
observed how this management is articulated within the components of CMS QHSE3+, and the 
typology of related risks. In the description of the comprehensive R/O management model (Section 
3.2, an implicit reference is made to the strategic, operational, and human management for biosafety 
+ biosecurity, contingencies, and business continuity plans. Figure A6 illustrates the strategic and 
operational approach in one of the 6 companies in which the model was validated: The Family 
Compensation Fund. 

Figure A7 presents the chronological and historical milestones related to the development of 
technology, QHSE3+ standards, and musical and artistic expression. 

Figures A8–A14 included in Appendix A.8, present the details of the classification of the 
different risk topics, for the layers considered in Section 3.2, starting from Figure 6. 
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Appendix A.1 

 
Figure A1. Approach and Logical Structure of the ISO 31000 Family of Standards. [14,20,50,51,65,66]. 
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Appendix A.2 

 
Figure A2. Approach and Logical Structure of the ISO 9000 Family of Standards [16,25]. 

  

STANDARDS GROUP Main Block Complementary Block Observations

VOCABULARY OR 
FRAMEWORK OF 

REFERENCE

ISO 9000: 2015 Quality Management 
Systems - Fundamentals and 
Vocabulary
Published in September 2015, this 
standard sets out the principles and 
vocabulary of the ISO 9000 family of 
standards, emphasizing risk 
management and taking up the 
vocabulary of ISO Guide 73.

See also the definitions of 
ISO Guide 73: on risks, and the 
International Vocabulary of 
Metrology VIM.

1. Committee TC 176 was created in 1979 and published 
the first version of ISO 9000 and ISO 9001 in 1987.
2. Although SC1 is officially in charge of developing ISO 
9000, the ISO standards include an official definition 
section, in which, as the case may be, ISO 9000 
definitions are taken, or others are added, as appropriate. 
required.

STANDARDS - 
REQUIREMENTS

ISO 9001: 2015. Quality Management 
Systems. Requirements

FRAMEWORK
CERTIFICATION

ISO / TS 9002: 2016
Quality Management Systems - 
Guidelines for the application of ISO 
9001: 2015.

ISO 9004:2018
Quality management. Quality of an 
Organization. Guide to achieve 
sustainable success

ISO 10005: 2018
Quality management. Guidelines for 
Quality Plans.

ISO 10006: 2017
Quality management - Guidelines 
for quality management in 
projects

ISO 10007: 2017
Quality management. Guidelines 
for Configuration Management. 

Although these standards do not set out guidelines on 
Management Systems, they are in the field of Quality 
Management in three key issues for business: Planning of 
the quality of processes and products, Management 
Quality in Projects, and Configuration Management, 
applicable in the development of products, from their 
conception to final disposal. (The three standards are 
developed from SC2.

ISO 10001: 2018
Quality management - Customer 
satisfaction - Guidelines for 
codes of conduct in organizations

ISO / AW1 10009  [Under 
development]
Quality management - Guidance 
for quality tools and their 
application 

ISO 10012: 2003
Measurement management 
systems - Requirements for 
measurement processes and 
measurement equipment

c

ISO / TR 10013: 2001
Guidelines for Quality Management in the Documentation System.
At this time, the revision of this guide on document management is in the process of being revised in 
the WD Working Draft phase.
ISO 10014: 2006
Quality management - Guidelines for obtaining economic and financial benefits. E Quality in the 
Documentation System.

GUIDELINES AND GOOD 
APPLICATION PRACTICES 

IN SPECIFIC SECTORS,
IN THE PHASE OF 

PUBLICATION, 
PREPARATION OR 

APPROVAL.
(Documents by 

Subcommittee SC3)

ISO 10008: 2013 Quality management - Customer satisfaction - Guidelines for electronic commerce transactions between businesses 
and consumers.
ISO 10015: 2019 Quality management - Guidelines for Competency Management and Human Development.
ISO DIS 10017 Guide to Statistical Techniques for ISO 9001. In the  ISO DIS phase,  cut-off to August 2020.
ISO 10018: 2020 Quality management - Guidance for people engagement
ISO 10019: 2005 Guidelines for the selection of quality management system consultants and the use of their services.
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It is emphasized that the ISO 9001: 2015 reference, developed since SC2, is focused on 
organizations that understand quality as a strategic factor for success.

The deployment and application of Thought based on Risks and Opportunities (TBRO) stands out as 
a new requirement, from the process approach, the System approach and the strategic path of the 
organization. The fact that the Management System is framed in a context where stakeholders play a 
definitive role in the survival and transcendence of business and entrepreneurial efforts is underlined.

GUIDELINES
(General Guidelines)

ISO / TS 9002: 2016 (TS by Technical Specification), provides guidance on the rationale and 
purpose of the requirements in ISO 9001: 2015, with examples of the possible steps that an 
organization can take to meet the requirements. It does not add, subtract, or modify those 
requirements in any way. It also does not prescribe mandatory approaches to implementation, nor 
does it provide any preferred method of interpretation. (Developed since SC2)
ISO 9004: 2018 raises guidelines to improve the capacity of an organization, in order to seek 
sustainable success, under the approach of the universal quality principles presented in ISO 9000: 
2015. It also contains a self-assessment tool to review to what extent the organization has 
appropriated these guidelines. It is applicable to any organization, regardless of its size, type and 
activity. (By SC2)

OTHER GENERAL AND SPECIALIZED STANDARDS OF RECENT PUBLICATION OR FOR 2019-2020, SINCE TC 176
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GUIDELINES &
GOOD PRACTICES OF 

GENERAL APPLICATION,
IN THE PUBLICATION, 

PREPARATION OR 
APPROVAL PHASE

(Documents by 
Subcommittee SC3)

ISO 10002: 2018
Quality management - Customer satisfaction - Guidelines for handling complaints in 
organizations.
ISO 10003: 2018
Quality management - Customer satisfaction - Guidelines for the resolution of conflicts 
external to organizations
ISO 10004: 2018
Quality management - Customer satisfaction - Guidelines for monitoring and measuring
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Appendix A.3 

 
Figure A3. Approach and Logical Structure of the ISO 45000 Family of Standards [26,60,64]. 

STANDARDS GROUP Main Block Complementary Block Observations

 VOCABULARY OR 
FRAME OF REFERENCE

Although the TC 283 Committee has 
not published any specific standard on 
vocabulary, the terms, definitions and 
notes in Section 3 of ISO 45001 are 
mostly taken from the vocabulary of 
the ISO IEC 73: 2009 Guide, Risk 
Management Vocabulary, and ISO 
9000: 2015

See also the publications of the 
Library of the International Labor 
Organization ILO, and the World 
Health Organization WHO, have 
been developed with ministries 
and regulatory entities in Spain 
and Latin American countries. 
(Guides and Good Practices at 
www.ilo.org./inform/online).

1. Reference is also made to the ISO 31000 standards on Risk 
Management, and to the ISO 31010 standard on Risk Assessment 
Techniques, which contain definitions that are also useful.
2. Legislation on occupational health and safety issued by the 
ministries and regulatory entities of the different countries also 
provides developments and definitions adopted from OHSAS 
documents and from ILO Library on Occupational Safety and Health 
OSH documents.

REQUIREMENTS

REQUIREMENTS ISO 45001: 2018
Occupational Health and Safety 

Management Systems.
Requirements with guidelines

For your application.

CERTIFICATION FRAME OF 
REFERENCE 

OHSAS 18002: 2008
Occupational Health and Safety 
Management Systems - 
Recommendations for the 
Implementation of OHSAS 18001: 
2007

GUIDELINES &
GOOD PRACTICES OF 

GENERAL APPLICATION,
IN THE PUBLICATION, 
PREPARATION PHASE

O APPROVAL

 ISO / DIS 45003
(Under development)
Management of safety and health at 
work - Health and psychological 
safety in the workplace - Guidelines.

GUIDELINES AND GOOD 
APPLICATION PRACTICES 

IN SPECIFIC SECTORS,
IN THE PHASE OF 

PUBLICATION, 
PREPARATION OR 

APPROVAL.

ISO 12100:2010 
Machine safety. General principles of design. Risk assessment and risk reduction. 
This guide was reviewed and ratified in its entirety in 2015, by Committee TC 199, Machinery Safety. It specifies the principles of risk assessment 
and risk reduction to help designers achieve this goal. These principles are based on knowledge and experience of the design, use, incidents, 
accidents and risks associated with machinery. (Replaces ISO 14121: 2007 Safety of machinery. Risk assessment)

IEC 61508-5:2010 Parts 1 to5 
Functional safety of electrical / electronic / programmable safety-related systems. 
Prepared from IEC TC 65, this is one of the codes for electrical and electronic safety.
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The ISO 45001: 2018 reference, developed from TC 283, aims to contribute to the protection of 
companies and jobs, based on the definition of the requirements that a Management System must meet 
in Occupational Health and Safety OHSMS, based on the establishment and deployment of Thought 
based on Risks and Opportunities (TBRO), which focuses on the risks associated with incidents, 
accidents and occupational diseases.
As the health and safety legislation of each country also becomes a requirement, it is important to bear in 
mind that the spectrum of requirements is expanded with the different Decrees, Resolutions and Codes 
that have the character of mandatory compliance. (Construction, Fire Protection Codes, Technical 
Regulations for Electrical Installations, Disaster Prevention Codes, among others). All this applicable or 
reference regulation constitutes an extension of the OHSMS requirements.

GUIDELINES
(General Guidelines)

Due to its process approach, structural clarity and simple handling of the subject, this is one of the best 
guides that have been had in the matter of guidelines to interpret the requirements and implement an 
OHSMS, in the last twenty years, maintaining the international standard approach. It was developed under 
the coordination of BSI by the OHSAS project, with the participation of different standardization and 
certification institutions from Latin America, Asia, Africa, Australia, and entities from France, Spain, 
Holland, Sweden, Norway and England throughout Europe. (Germany, the United States, Canada, China 
and Italy were conspicuous by their absence).
See also:
1. Annex A of ISO 45001, which presents guidelines and guidance on the interpretation of the 
requirements.
2. The progress that TC 283 has on the "" Implementation Handbook "" assigned to the WG3 Working 
Group.
3. The Medical Standards in Health, specifically associated with the different risk factors considered, 
which in many cases give the technical guidelines to follow in terms of prevention, measurement and 
control measures.

As of the closing date of this state-of-the-art study, unlike the majority of Committees, 
TC 283  has not submitted its Business Plan or its strategic approach for public review. 

There are also no significant advances regarding the ISO 45001 Implementation Manual, as a task assigned to the WG3 working group.

OTHER GENERAL AND SPECIALIZED STANDARDS OF RECENT PUBLICATION OR FOR 2019-2020.
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This Guide for Health and Psychological Safety, considers one of the key aspects for OSH 
Management: Psychosocial Risk  in the work place.  According to the records of Committee 
TC 283, it is in the phase of Draft International Standard ISO DIS, within the Working Group 
(AWI).
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Figure A4. Approach and Logical Structure of the ISO 14000 Family of Standards [27,31]. 
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 VOCABULARY OR 
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Committee TC 207 published the 
standard

ISO 14050:2009 Environmental 
Management. Vocabulary.
This standard is found Under 
review, in its Draft phase or

Committee Draft (CD).

See also the terms and 
definitions of:
1. Section 3, and Annex A.3 - 
Clarification of Concepts of ISO 
14001: 2015.
2. ISO 9000: 2015 Quality 
management systems - 
Fundamentals and vocabulary.
3. The Guide IS0 73: 2009 and 
ISO 31000: 2018.
4. The International Vocabulary 
of Metrology VIM.

The ISO TC 207 Secretariat has directly the topics assigned to 
SC6, and with it the Revision of ISO CD 14050, which covers the 
vocabulary blocks on Management, EMS, Validation , verification 
and auditing, Product systems, Life Cycle, Labeling and GHG.
The secretariat is additionally in charge of the following 
projects:
ISO CD 14053. Material flow cost accounting - Guide for SMEs
ISO NP TR 14055-2 Good practices to combat land degradation 
and desertification
ISO AWI 14100 Evaluation of green financial projects
IEC DIS 62959 Environmentally Conscious Design (ECD) - 
Principles, Requirements and Guidance.
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The ISO 14001: 2015 standard establishes the requirements that an Environmental Management 
System must meet, and with them, good practices to improve environmental performance, prevent 
pollution, and protect the environment. The standard presents in Annex A guidelines and clarifying 
notes about the interpretation of the requirements, highlighting their purpose and rationale, in terms 
of good practices associated with each requirement.
In some sections, there are examples associated with the scope or types of application of the 
requirements, specifying aspects related to the overall what associated with meeting the requirement

ISO 14004: 2016 GHS - General implementation guidelines
ISO 14005: 2019 EMS: Guidelines for a flexible phased implementation approach
ISO 14006: 2011 Environmental management systems. Guidelines for the incorporation of eco-design.
ISO 14008: 2019 Monetary valuation of environmental impacts and related environmental aspects.
ISO CD 14009 SGA. Guidelines for incorporating redesign to improve the circulation of materials 
(In CD phase).
ISO DIS 14002-1 SGA - Guidelines for using ISO 14001 - Part 1: General 
(In the Draft International Standard phase).
ISO DIS 14006 Environmental management systems - Guidelines to incorporate eco-design 
(In the Draft International Standard phase).
ISO DIS 14007 Environmental management - Guidelines for determining environmental costs and benefits 
(Also in the DIS phase). 

ISO 14015: 2001 Environmental Management - Environmental Assessment of Sites and Organizations (EASO)

ISO DIS 14016 Environmental management - Guidelines for the assurance of environmental reports 
(Draft International Standard DIS) 

ISO 14020: 2000 Environmental labels and declarations. General principles.
There are also the following projects and standards on labeling:
ISO 14021: 2016 Self-declaration Type II; ISO 14024: 2018, Type I Labeling;
ISO 14025: 2006 Type III environmental declarations; ISO 14026: 2017 Footprint information;
ISO TS 14027: 2017 Product category rules for labeling.

OTHER SPECIALIZED STANDARDS FROM SUBCOMMISSIONS SC4 (Performance), SC5 (Life Cycle), and SC7 (GEI)

ISO 14031: 2013 Environmental management - Environmental performance evaluation - Guidelines
ISO 14033: 2019 Environmental management - Quantitative environmental information - Guidelines and examples
ISO 14034: 2016: Environmental management - Environmental technology verification (ETV). 
Additionally, the following are ongoing:
ISO DIS 14030 Environmental performance assessment - Green debt instruments: 
Part 1: Process for green bonds,                   Part 2: Green Loan Process,
Part 3: Taxonomy,                                         Part 4: Verification
ISO CDTR 14035 Environmental Technology Verification - ETV - Guidance for implementing ISO 14034

ISO 14040: 2006 Life Cycle Assessment - Principles and framework. Two addenda: The 1st in 2017, and the 2nd in CD phase.
ISO 14044: 2006 Life cycle assessment - Requirements. Two addenda: The 1st in 2017, and the 2nd in CD phase.
ISO 14045: 2012 Evaluation of the ecological efficiency of product systems: Principles, requirements and guidelines.
ISO 14046: 2014 Water footprint: principles, requirements and guidelines.
ISO TR 14073: 2017 Water footprint - Illustrative examples on how to apply ISO 14046.
ISO TR 14047: 2012 Life cycle assessment - Illustrative examples on how to apply ISO 14044.
ISO TS 14048: 2002 Life cycle assessment - Data documentation format.
ISO TR 14049: 2012 Life cycle assessment - Application examples of ISO 14044 (Objectives and scope).
ISO TS 14071: 2014 Life Cycle Assessment - Critical Review Processes and Reviewer Competencies.
ISO TS 14072: 2014 Life cycle assessment - Requirements and guidelines for the organization cycle.

GUIDES AND
PROJECTS OF THE SUB-

COMMISSION
SC7 Greenhouse Gases

ISO 14064-1: 2018 Quantification and reporting of GHG emissions and removals. Part 1. Parts 2 and 3 were published in 2019.
ISO 14065: 2013 GHG. Requirements for validation and verification bodies. There is a revision in phase CD
ISO 14066: 2011 GHG. Competence requirements for GHG validation and verification teams.
ISO 14067: 2018 GHG. Carbon footprint of products. Requirements and guidelines for quantification.
ISO TR 14069: 2013 GHG. Quantification and notification of emissions for organizations. Guidance for the application of ISO 14064-1.
ISO 14080: 2018 GHG Management and related activities. Principles for methodologies on climate actions.
ISO AWI 14082 Management of radioactive forcing - Guidance for quantification and reporting of climate footprints based on radioactive forcing 
and mitigation efforts
ISO 14090: 2019 Adaptation to climate change - Principles, requirements and guidelines
ISO DIS 14091 Adaptation to climate change. Vulnerability, impacts and risk assessment
ISO TS 14092: 2020 Management of Greenhouse Gases GHG and related activities: Requirements and guidance of adaptation planning for 
organizations, including local governments and communities
ISO DIS 14097 Framework and principles for evaluating and reporting investments and financing activities related to climate change
ISO DIS 19694-1 Emissions from stationary sources. Determination of GHG emissions in energy-intensive industries.
Part 1: General aspects.
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Appendix A.5 

 

Figure A5. Approach and Logical Structure of the ISO 50000 Family of Standards [28,52–55,99]. 
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GENERAL NOTES:
1. The third work front that TC 301 has opened corresponds to the Energy Services, 
considering the high impact, both from the point of view of the users and the levels of 
consumption.
2. Reference is also made to the consultation of standards related to the equipment and 
systems with the greatest impact on performance, use and energy consumption, such as: 
Pumping Systems (ISO ASME 14414: 2019), Compressed Air (ISO 11011 P1 and P2 in 
development), Steam Systems, Mills, Furnaces and, Air Conditioning and Refrigeration.

ISO 50047:2016. 
Energy Savings
Determination of energy savings 
in organizations

The fourth block has been assigned to the 
issue of energy savings, already raised as 
a frame of reference from the Initial 
Complementary Block, and now with 
details and guidelines associated with good 
practices and techniques for measurement, 
calculation, verification, analysis in groups 
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Appendix A.6 

Figure A6. Strategic and Operational Approach to Biosafety and Biosecurity Continuity Plan. 
[50,51,65,66]. 
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Appendix A.7 

Timeline in Technology Development, QHSE3+ Standards and expression 
By observing the chronological development of different techniques of know-how and their 

deployment in daily life and work, construction, or manufacturing, or by analyzing the development 
of schools of control, quality assurance, and total quality, among others, the emergence of a large 
number of standards on management systems can be observed. 

In all cases, what has been standardized or established as the best solution at scale and concerted 
is fundamentally a set of requirements, which are named as best practices, the key tricks to develop 
activities with a lower possibility of failure. 

At the beginning, these good practices are the best-kept secrets of families and transmitted from 
parents to children by oral tradition. Later, they become the teachings of artisans in the family or the 
teacher to the apprentice and finally become the knowledge and know-how or the heritage of a 
conglomerate, an ethnic group, or a particular group. 

The reality is that, in one way or another, this knowledge has always been consolidated as a set of 
best practices that focus on reducing the different types of risks linked to failures, noncompliance’s, 
malfunctions, or ineffective performance, or conditions of vulnerability. 

Figure A7 summarizes the chronological milestones in the development of energy, knowledge, 
techniques, and concepts of quality (Q-ISO 9001, Family 9k), occupational health and safety (HS-ISO 
45001, Family 45k), environmental management (E- ISO 14001, Family 14k), energy efficiency (E2-
ISO 50001, Family 50k), risk management (ISO 31000 Family 31k), and standards on business 
continuity plans. 

This illustration comprehensively takes into account relevant actors, milestones, and parallel 
axes of significant events in the history of humanity, and with it, the history of art, music, technology, 
and mega-projects. The development of best practices is also associated with risk management in the 
history of mankind, the development and expansion of the frontier of knowledge, expression, 
significance, and the development of administrative thinking. 

In Figure A7, this approach is illustrated in detail, considering the chronology of the 
development of management systems in correlation with key milestones in the history of energy, 
humanity, and artistic expression, and combined with the projections, the convergent developments 
in NBICE technology [13,100] and its implications for businesses are on the horizon. 

Most of the approaches formulated in each of the requirements and best practices standards had 
a foundation generated well before the publication of the reference models in question, and this was 
taken into account directly and indirectly when formulating the concepts, definitions, blocks of terms 
and requirements, and guidelines for application and specific topics that lead the topics within the 
TC ISO Technical Commissions. 

This is illustrated in the lower right area referring to each TC of the families of standards (See 
Figures A1–A5), which develop each component of the QHSE3+ model and indicate the years in 
which the successive reviews were carried out. 

The ISO 22313: 2020 Standard have been added (guide for the application of ISO 22301: 2018 on 
business continuity management) as well as ISO 22320: 2018 on incident management, developed 
from TC 292, Security and Resilience, given its importance to support management systems and 
respond to crises and contingencies associated with COVID-19 or other types of emergencies.
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Figure A7. Timeline in the development of QHSE3+ standards in correlation with the milestones of humanity [13,100]. 
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Appendix A.8 

Classification matrix of topics related to external and internal R/O 

 

Figure A8. Classification matrix of topics related to external R/O. [14,51,65,101]. 

 
Figure A9. Classification matrix of topics related to internal R/O. Layer I: I1 to I.4. [14,51,65,101]. 

E.1. Market and Competition Fluctuations and variations in the market associated with supply, demand, competitors, 
participation and portfolio acceptance.

E.2. Geopolitical Implications linked to conflicts, new trends, political, economic and military relations between 
countries, groups or regions.

E.3. Legal Variations in the legal and regulatory provisions related to the operation and the portfolio of the 
organization.

E.4. Macroeconomic Fluctuations in inflation, exchange rates, monetary policies and interest rates at the local, 
regional and global levels.

E.5. Technology Safe emergence of new tools, applications, platforms and technological developments for 
services and operations.

E.6. Natural phenomena Possible occurrence of natural phenomena and non-anthropic disasters with an impact on the 
operation and on the supply/demand.

E.8. Contingencies. Epidemics Implications in the behavior of the context, due to the irruption of contingencies, plagues or 
epidemics.

E.9. Other External Topics Other types of external R / O with relevant impact on the organization and its sustainability.

Topics related to External R/O

External 
General 
Block.

E.7. Security and Public Order. Relationship 
with stakeholders

Public order and relationship with external interest groups that have impact on the operation, 
image and results of the organization.

I.1. a. Intelligence for strategy formulation. 
b. PDCA for the NBD and the deployment of corporate strategy.

I.2. 

a. Study of the Problem and Formulation of the scope, b. Planning and Allocation of 
Resources, c. Procurement and Management with contractors, d. Control of the project and its 
parameters of time, scope, costs and quality. e. Generation and delivery of the products object 
of the project. f. Project closure. g. Effective performance.

I.3. 
a. Organizational behavior in office and its processes, and with the stakeholders. 
b. Appropriation of institutional values.
c. Adherence to the principles and provisions. Degree of compliance with the requirements.

I.4. 
a. Competences and Information Intelligence for decisions.
b. Opportunity and ability to succeed in decision making. 
c. Ability to identify and respond appropriately in moments of truth.

Topics related to Internal R/O

Layer I: I.1 to I.4. Strategy, New Business Development (NBD), Projects and Human Management
BUSINESS CONTINUITY: ISO 22301:2019; ISO 22313:2020; ISO 22317:2015.   PROJECTS MANAGEMENT: ISO 21500:2012; ANSI/PMI PMBOK 99-001-2017)

 INNOVATION MANAGEMENT: ISO 56002:2019; IRAM 50501. SURVEILLANCE AND STRATEGIC INTELLIGENCE SYSTEM: IRAM 50520: 2017, UNE 166006:2018

Strategic Management, Business Continuity and 
New Business Development (NBD)

Corporate Projects Management

Behavior. Culture and Discipline

Decisions. Mistakes and Moments of Truth 
(General)
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Figure A10. Classification matrix of topics related to internal R/O. Layer II: I.5. [25,48,50,65]. 

 

Figure A11. Classification matrix of topics related to internal R/O. Layer III: I.6. [25,48,50,65]. 

I.5.1

a.  Functional and performance specifications,
b.  Technical specifications for product / service and materials / tickets design,
c . Specifications and contractual terms of packaging, packaging, and logistics,
d . Specifications of planning conditions and process control.
e.  Training requirements, competencies and personnel assignment,
f.  Contractual conditions for reverse logistics. Fines and guarantees by NC.

I.5.2

a . Planning of the design and development and Management of the Input Data.
b . Review, Verification and Validation of Design and Development
c . D&D Exit Data Management and Change Control. (Includes Biosecurity)
d.  Administration and management of Idea Banks, Concepts, Projects and Developments

I.5.3
a . Standardization and Tuning of Processes.
b . Metrological Management and Instrumentation
c . Enlistment of inputs, supplies, organization and programming.

I.5.4

COMPETENCES AND TRAINING, TO HANDLE CRITERIA AND SUCCESSFUL DECISIONS, 
in moments of truth during "hot" operations: Experience and criteria to act in case of 
contingencies in an immediate and adequate way. 
Example of response to unforeseen conditions by drivers on the highway.

I.5.5

I.5.5.1 R/O Physical Safety By facilities, equipment, personnel, utensils, packaging, process or supply chain, in interaction 
with or from the organization's processes.

I.5.5.2 R/O Chemical Safety Naturally generated by the conditions of the materials or incorporated from or to the processes 
of the organization

I.5.5.3 R/O Biological Safety Generated by Bacteria, Fungi, Arachnids, Insects, Superior Animals and Protozoa, to or from 
the processes of the organization.

Layer II. I.5 Conditions for the conformity and integrity of products, services and processes
 QUALITY: ISO 9001:2015; ISO 9000:2015; ISO 9004:2018 PRIMARY PACKAGING: ISO 15378:2017,  RISK (MANAGEMENT AND ASSESSMENT) ISO 31000:2018, ISO 31010: 2019, 
SAFETY - FOOD CHAIN ISO 22000:2018; PHARMACEUTICAL, CLINICAL AND Y LABORATORIES+B33 FDA / GMP, GLP, GCP, ICH - GCP,  MEDICAL DEVICES: ISO 13485:2016

Compliance with contractual conditions and 
terms agreed with the parties. 
(Include Biosecurity Requirements)

Compliance with requirements in the design and 
development (D&D) of products, services, 
processes and projects.

Setup and tuning of the operating conditions of 
lines and processes 

Successful automatic response associated with 
the management of moments of truth and 
decisions in operations. 
("Dynamic" Risks and Opportunities)

R/O associated with the integrity and safety of products / services (Includes the Biosafety Component)

I.6.1

I.6.1.1 Noise and lighting. a. Vibrations that can generate discomfort, pain or involvement of the spine.
b. Exposure to contrasts or high or low lighting peaks

I.6.1.2 Temperature and Humidity
a. Variations or peaks in temperature and humidity that are (20-22) ºC, can generate heat, cold 
or thermal stress.
b. Variations or spikes in humidity or dryness outside (35-45)%.

I.6.1.3 Ionizing Radiations. Electromagnetic waves by artificial sources such as X-rays, diagnostic or treatment techniques, 
and radioactive sources.

I.6.2 a. Interaction with chemicals in the operation.. 
b. Exposure by inhalation, absorption or ingestion.

I.6.3 Contact with pathogens carrying viruses, bacteria, fungi or parasites, from or to the 
organization's processes in the interaction with stakeholders and the context.

I.6.4 Prolonged positions, inadequate postures, weight lifting, or repetitive movement.

I.6.5 Work conditions related to: harassment, stress, fatigue, instability, monotony, job fatigue.

I.6.6 a. Work at height, unsafe surfaces and confined spaces.
b. Misuse of defective tools or equipment.

I.6.7 For natural or anthropogenic causes, such as rains, floods or other types of disasters.

Layer III. I.6 Operational and environmental conditions for the safety and protection of people
SAFETY AND HEALTH AT WORK:: ISO45001:2018: BS45002:2018)  BUSINESS CONTINUITY: ISO 22301:2019; ISO 22313:2020; ISO 22317:2015

R/O Physical HS (Noise, Illumination Temperature, Humidity, Ionizing Radiations)

R/O Chemical HS

R/O Biological HS

R/O Ergonomic HS

R/O Psychosocial HS

R/O Mechanical HS

R/O Environmental HS
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Figure A12. Classification matrix of topics related to internal R/O. Layer IV: I.7. [27,40,47,56]. 

 

Figure A13. Classification matrix of topics related to internal R/O. Layer V: I.8, and Layer VI: I.9 
[11,28,52–55,99]. 

I.7.1

I.7.1.1 Energy consumption a. Hydraulic, Electric, Nuclear, Natural Gas and Fuels
b. Renewable energy

I.7.1.2  Water consumption. a. Pressure on the resource. Industrial Consumption for Business Processes.
b. Domestic consumption for cleaning, toilets, washing, cooking and irrigation, am.ong others.

I.7.1.3 Consumption of Fuels and Lubricants

a. Consumption of solid, liquid and gaseous fuels, such as: Coal, Kerosene, Oil, Diesel; 
Gasoline and Natural Gas, among others.
b. Liquid, gaseous, solid and semi-solid lubricants or additives; mineral, synthetic, vegetable or 
animal in nature.

I.7.1.4 Consumption of inputs linked to natural 
resources

a. Packaging material (Cardboard, strech, plastic, strap, wood ...), Stationery, or others.
b. Inputs from natural resources of mineral origin (metals, stone or sand), vegetable (woods, 
fibers, cotton, linen, cork and paper), or animal, such as leather.

I.7.2

I.7.2.1 Transformations of soil and the vegetal 
layer. By works and Interaction of the processes with the soil or the vegetal layer.

I.7.2.2 Landscape transformations. a. For Constructions and Works.
b. For advertising, fences or similar elements.

I.7.2.3 Transformation of socioeconomic 
conditions.

a. For indirect jobs, generation of direct jobs or generation of skills.
b. By generating changes in behaviors, habits and types of interaction. 

I.7.3

I.7.3.1 Emissions. a. Gases and particulate,, b. Vibrations and noise, c. Thermal radiation,
d.  Ionizing radiation, and e. Non-ionizing radiation..

I.7.3.2 Vertimientos. a. Industrial wastewater, b. Domestic wastewater, 
c. Direct pouring.

I.7.3.3 Solid Waste a. Usable Waste,  b, Non-usable waste, c. Dangerous residues,
d. Conventional Waste, and e. Special Waste.

Layer IV. I.7 Conditions for the prevention of pollution and the protection of the environment
ENVIRONMENTAL MANAGEMENT SYSTEM: ISO 14001: 2015; ISO 14004: 2016.  ENVIRONMENTAL PERFORMANCE EVALUATION: ISO DIS 14030:2020; ISO 14031:2013

Conditions related to WHAT IS USED:

Conditions related to WHAT IS TRANSFORMED:

Conditions related to WHAT IS GENERATED:

I.8.1 a. Terms and context related to the organization's energy supply,
b. Rationing associated with the supply of Energy, c. Volatility of prices and rates.

I.8.2 a. Related to competencies,
b. Related to adherence to the principles and culture for energy efficiency. 

I.8.3 a. R/O in the planning and development of projects for generation and cogeneration.
b. R/O in the operation of the infrastructure associated with generation and cogeneration.

I.8.4

a. R/O related to the management and uses of energy for the management of heat and cold.
b. R/O in energy consumption, c. R/O related to the designs, creation and management of 
networks and systems for managing heat and cold. d. Good practices for the management of 
heat and cold.

I.8.5 R/O  related to the funding and financing capacity of investments and technological conversion 
projects for energy efficiency.

I.8.6 R/O related to obsolescence, and damage, contingencies and contingencies of equipment for 
operation and key projects for energy efficiency.

I.8.7 R/O related to the Planning and Development of actions, Good Practices and Controls for the 
Improvement in the uses, consumptions and energy performance.

I.9.1 a. R/O in the Planning and Allocation of Resources for the Equipment and Infrastructure.
b. R/O in the Maintenance Management of Equipment and Infrastructure.

Layer V. I.8  Conditions for the rational use of energy and for Energy Efficiency
ENERGY MANAGEMENT SYSTEM: ISO 50001: 2018; ISO 50004: 2014.  MEASUREMENT OF PERFORMANCE AND ENERGY SAVING: ISO 50006:2014; ISO 50047:2016

Conditions of Energy Supply.

Conditions related to Talent and Behavior for 
Energy Efficiency.

Conditions related to Generation and 
Cogeneration.

Technical management for heat and cold 
management. 

Conditions related to Financial Leverage 
Resources. 

Obsolescence, Contingencies and Contingencies 
of the Infrastructure for Energy Efficiency.

 Internal management for Energy Efficiency.

Layer VI. I.9 Conditions linked to infrastructure resources and equipment and facilities maintenance
ASSET MANAGEMENT SYSTEM: ISO 55001: 2014; ISO 55002: 2014.

Infrastructure Planning, Assignment and 
Maintenance Conditions.
(Under Biosecurity requirements)
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Figure A14. Classification matrix of topics related to internal R/O. Layers VII: I.10, VIII: I.11 and IX: 
I.12 [17,29,30]. 
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